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ʅɸʉʊʈʆʁʂɸ FIREWALL. 

ʇʨʠ ʥʘʧʠʩʘʥʠʠ ʵʪʦʛʦ ʨʘʟʜʝʣʘ, ʷ ʩʥʘʯʘʣʘ ʦʯʝʥʴ ʚʥʠʤʘʪʝʣʴʥʦ ʠʟʫʯʠʣ ʚʦʪ ʵʪʫ ʩʪʨʘʥʠʮʫ ʚ ʀʥʪʝʨʥʝʪ: 

http://www.opennet.ru/docs/RUS/iptables/ ʠ ʜʘʞʝ ʠʤʝʣ ʩʤʝʣʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʥʦʛʦ ʤʘʪʝʨʠʘʣʘ ʠʟ ʨʫʩʩʢʦʛʦ 

ʧʝʨʝʚʦʜʘ. 

ʕʪʘ ʯʘʩʪʴ ʧʦʩʚʷʱʝʥʘ ʢʦʥʬʠʛʫʨʘʮʠʠ firewall ʚ Linux. ʊʝʤʘ ʙʦʣʴʰʘʷ, ʩʣʦʞʥʘʷ. ʇʦʢʘ ʤʳ ʝʸ ʙʫʜʝʤ ʠʟʫʯʘʪʴ, ʥʘʰ 

ʩʝʨʚʝʨ ʙʫʜʝʪ ʩʪʦʷʪʴ ʦʪʢʨʳʪʳʤ. ʕʪʦ ʥʝ ʭʦʨʦʰʦ. ʇʦʵʪʦʤʫ ʩʥʘʯʘʣʘ ʩʦʟʜʘʜʠʤ ʥʝʙʦʣʴʰʦʡ ʬʘʡʣʠʢ, ʟʘʢʨʦʝʤ ʚ 

firewall ʚʩʸ, ʯʪʦ ʥʘʜʦ ʟʘʢʨʳʪʴ. ɺʝʨʥʝʝ ʚʩʝ ʟʘʢʨʦʝʤ ʠ ʦʪʢʨʦʝʤ ʪʦʣʴʢʦ ʪʦ, ʯʪʦ ʥʘʜʦ ʦʪʢʨʳʪʴ. ʀ ʪʦʣʴʢʦ ʧʦʩʣʝ 

ʵʪʦʛʦ, ʥʝ ʪʦʨʦʧʷʩʴ ʨʘʩʩʤʦʪʨʠʤ, ʯʪʦ ʤʳ ʩʜʝʣʘʣʠ ʠ ʢʘʢ ʚʩʝ ʵʪʦ ʨʘʙʦʪʘʝʪ. 

ʇʦʢʘ ʚʳ ʜʦ ʢʦʥʮʘ ʥʝ ʙʫʜʝʪʝ ʧʦʥʠʤʘʪʴ, ʢʘʢ ʫʩʪʨʦʝʥ firewall, ʨʝʢʦʤʝʥʜʫʶ ʚʩʝ ʜʝʡʩʪʚʠʷ ʧʦ ʝʛʦ ʥʘʩʪʨʦʡʢʝ 

ʧʨʦʠʟʚʦʜʠʪʴ ʚ ʣʦʢʘʣʴʥʦʡ ʢʦʥʩʦʣʠ, ʜʦʩʪʫʧʥʦʡ ʯʝʨʝʟ ʢʣʠʝʥʪʘ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ.  

ʇʨʠ ʧʦʤʦʱʠ ʢʣʠʝʥʪʘ ʧʦʜʢʣʶʯʠʪʝʩʴ ʢ ʚʘʰʝʡ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʝ. ɿʘʡʜʠʪʝ ʚ ʩʠʩʪʝʤʫ ʢʘʢ ʧʦʣʴʟʦʚʘʪʝʣʴ root. 

ʇʝʨʝʡʜʠʪʝ ʚ ʩʚʦʶ ʜʦʤʘʰʥʶʶ ʜʠʨʝʢʪʦʨʠʶ. ʉʦʟʜʘʡʪʝ ʚ ʥʝʡ ʜʠʨʝʢʪʦʨʠʶ bin. 

# mkdir ~/bin  

ʇʝʨʝʡʜʠʪʝ ʚ ʜʠʨʝʢʪʦʨʠʶ bin. ʀ ʩʦʟʜʘʡʪʝ ʬʘʡʣ rc.fw, ʩʣʝʜʫʶʱʝʛʦ ʩʦʜʝʨʞʘʥʠʷ. 

#!/bin/bash  

IPT=/sbin/ip tables  

IPTR=/sbin/iptables - restore  

IPTS=/sbin/iptables - save  

 

reset()  

{  

$IPT - F 

$IPT - t nat - F 

$IPT - t mangle - F 

$IPT - P INPUT DROP 

$IPT - P FORWARD DROP 

 

# STATE RULES ======  

$IPT - A INPUT - m state -- state INVALID - j DROP  

$IPT - A FORWARD - m state -- state IN VALID - j DROP  

$IPT - A INPUT - m state -- state ESTABLISHED,RELATED - j ACCEPT  

$IPT - A FORWARD - m state -- state ESTABLISHED,RELATED - j ACCEPT  

 

# LOCALHOST ===========  

$IPT - A FORWARD - i ! lo - s 127.0.0.1 - j DROP  

$IPT - A INPUT - i ! lo - s 127.0.0.1 - j DROP  

$IPT - A FORWARD - i ! lo - d 127.0.0.1 - j DROP  

$IPT - A INPUT - i ! lo - d 127.0.0.1 - j DROP  

$IPT - A INPUT - d 127.0.0.1 - j ACCEPT  

$IPT - A INPUT - s 127.0.0.1 - j ACCEPT  

 

# ICMP ENABLED =====  

$IPT - A INPUT - p icmp - j ACCEPT  

 

http://www.opennet.ru/docs/RUS/iptables/
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# SSH enable =======  

$IPT - A INPUT - p tcp - m state -- state NEW -- dport 22 - m recent -- update \  

-- seconds 20 - j DROP  

$IPT - A INPUT - p tcp - m state -- state NEW -- dport 22 - m recent -- set \  

- j ACCEPT  

}  

 

init()  

{  

echo - n "Init firewall... "  

reset  

####### INSERT you rules  

 

#######  

# SAVE rules in file ==  

$IPTS - c > /etc/sysconfig/iptables  

echo "Done"  

}  

 

case $1 in  

   reset) reset;;  

   init) init;;  

   *) echo "Usage: rc.fw reset|init"  

esac  

ʉʜʝʣʘʡʪʝ ʬʘʡʣ ʠʩʧʦʣʥʷʝʤʳʤ. 

# chmod u+x ~/bin/rc.fw  

ʀ ʟʘʧʫʩʪʠʪʝ ʩʢʨʠʧʪ. 

# ~/bin/rc.fw init  

Init firewall... Done  

# 

ɽʩʣʠ ʥʘ ʵʢʨʘʥ ʚʳʚʦʜʷʪʩʷ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ, ʠʩʧʨʘʚʴʪʝ ʬʘʡʣ ʠ ʟʘʧʫʩʪʠʪʝ ʝʛʦ ʩʥʦʚʘ. 

ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʚʩʝ ʟʘʨʘʙʦʪʘʝʪ, ʧʦʧʨʦʙʫʡʪʝ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ ʚʘʰʝʤʫ ʩʝʨʚʝʨʫ ʧʨʠ ʧʦʤʦʱʠ putty. 

ʉʢʨʠʧʪ, ʢʦʪʦʨʳʡ ʤʳ ʟʘʧʫʩʪʠʣʠ, ʦʛʨʘʥʠʯʠʚʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʢʣʶʯʝʥʠʡ ʧʦ ssh. ʅʝ ʯʘʱʝ ʯʝʤ ʦʜʠʥ ʨʘʟ ʚ 20 

ʩʝʢʫʥʜ. ʇʦʵʪʦʤʫ, ʝʩʣʠ ʫ ʚʘʩ ʙʳʣʘ ʥʝʫʜʘʯʥʘʷ ʧʦʧʳʪʢʘ ʧʦʜʢʣʶʯʝʥʠʷ, ʧʦʜʦʞʜʠʪʝ 20 ʩʝʢʫʥʜ ʠ ʧʦʧʨʦʙʫʡʪʝ 

ʚʦʡʪʠ ʩʥʦʚʘ. 

ɺʅʋʊʈɽʅʅɽɽ ʋʉʊʈʆʁʉʊɺʆ. 

ɼʣʷ ʩʦʟʜʘʥʠʷ firewall ʚ Linux ʙʳʣ ʩʦʟʜʘʥ ʦʪʜʝʣʴʥʳʡ ʧʨʦʝʢʪ ð netfilter (http://www.netfilter.org). Firewall 

ʨʘʙʦʪʘʝʪ ʥʘ ʫʨʦʚʥʝ ʷʜʨʘ, ʧʦʵʪʦʤʫ, ʩʥʘʯʘʣʘ ʤʳ ʧʦʩʤʦʪʨʠʤ ʚʥʫʪʨʝʥʥʝʝ ʫʩʪʨʦʡʩʪʚʦ. 

ɼʣʷ ʦʙʣʝʛʯʝʥʠʷ ʧʦʥʠʤʘʥʠʷ, ʥʘʨʠʩʫʶ ʥʝʙʦʣʴʰʫʶ ʩʭʝʤʫ, ʢʦʪʦʨʫʶ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʦʤʥʠʪʴ. ʉʭʝʤʘ ʚʝʩʴʤʘ 

ʫʩʣʦʚʥʘʷ ʠ ʘʜʘʧʪʠʨʦʚʘʥʥʘʷ. ʅʘ ʩʘʤʦʤ ʜʝʣʝ ʚʩʝ ʥʝʤʥʦʛʦ ʩʣʦʞʥʝʝ. ʗ ʥʘʨʠʩʫʶ ʩʪʝʢ TCP/IP, ʥʦ ʥʝ ʪʘʢ ʢʘʢ ʵʪʦ 

ʧʨʠʥʷʪʦ ʚ ʢʣʘʩʩʠʯʝʩʢʦʡ ʣʠʪʝʨʘʪʫʨʝ, ʛʜʝ ʫʨʦʚʥʠ ʨʠʩʫʶʪ ʩʥʠʟʫ ʚʚʝʨʭ: ʦʪ ʢʘʥʘʣʴʥʦʛʦ, ʜʦ ʫʨʦʚʥʷ ʧʨʠʣʦʞʝʥʠʡ. 

ʗ ʥʘʨʠʩʫʶ ʝʛʦ ʙʦʢʦʤ. 

http://www.netfilter.org/
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ʉʣʝʚʘ ʥʘʭʦʜʷʪʩʷ ʩʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳ. ʅʘ ʩʭʝʤʝ ʠʭ ʜʚʘ: eth0 ʠ eth1. ɼʣʷ ʦʙʣʝʯʝʥʠʷ ʧʦʥʠʤʘʥʠʷ, 

ʧʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʚʩʝ ʧʘʢʝʪʳ ʧʨʠʭʦʜʷʪ ʢ ʥʘʤ ʯʝʨʝʟ eth0 (PREROUTING), ʘ ʫʭʦʜʷʪ ʯʝʨʝʟ 

eth1(POSTROUTING). 

ɿʘʪʝʤ ʠʜʝʪ ʫʨʦʚʝʥʴ IP, ʫʨʦʚʝʥʴ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʷ ʦ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʧʘʢʝʪʦʚ. ɺʭʦʜʷʱʠʡ ʧʘʢʝʪ ʧʦʧʘʜʘʝʪ ʚ 

ʪʦʯʢʫ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʷ (ʦʙʦʟʥʘʯʝʥʘ ʩʠʤʚʦʣʦʤ ?) ʠ ʤʦʞʝʪ ʙʳʪʴ ʧʝʨʝʜʘʥ ʧʨʦʛʨʘʤʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ, 

ʨʘʙʦʪʘʶʱʝʤʫ ʥʘ ʥʘʰʝʡ ʤʘʰʠʥʝ (INPUT). ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʦʥ ʥʝ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʥʘʰʠʭ ʧʨʦʛʨʘʤʤ, ʦʥ ʙʫʜʝʪ 

ʧʝʨʝʜʘʥ ʥʘ ʚʳʭʦʜʥʦʡ ʠʥʪʝʨʬʝʡʩ (FORWARD ð POSTROUTING). 

ʊʘʢ ʞʝ ʩʫʱʝʩʪʚʫʶʪ ʧʘʢʝʪʳ, ʢʦʪʦʨʳʝ ʛʝʥʝʨʠʨʫʝʪ ʥʘʰʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ (OUTPUT). ʄʳ 

ʧʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʵʪʠ ʧʘʢʝʪʳ ʩʨʘʟʫ ʫʭʦʜʷʪ ʩ ʥʘʰʝʡ ʤʘʰʠʥʳ ʯʝʨʝʟ ʚʳʭʦʜʥʦʡ ʠʥʪʝʨʬʝʡʩ. ʅʦ ʚʳ ʜʦʣʞʥʳ 

ʧʦʥʠʤʘʪʴ, ʯʪʦ ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʦʥʠ ʪʦʞʝ ʧʦʧʘʜʘʶʪ ʚ ʪʦʯʢʫ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʷ ʦ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʠ ʤʦʛʫʪ ʙʳʪʴ 

ʧʝʨʝʜʘʥʳ ʦʙʨʘʪʥʦ ʥʘ ʥʘʰʫ ʤʘʰʠʥʫ ʠʣʠ ʦʪʧʨʘʚʣʝʥʳ ʥʘ ʚʳʭʦʜʥʦʡ ʠʥʪʝʨʬʝʡʩ. 

ʎɽʇʆʏʂʀ. 

ɺ firewall ʚ Linux ʩʫʱʝʩʪʚʫʝʪ ʧʦʥʷʪʠʝ ʮʝʧʦʯʢʠ. ʎʝʧʦʯʢʘ ð ʵʪʦ ʥʝʢʦʪʦʨʘʷ ʯʘʩʪʴ ʧʫʪʠ ʧʘʢʝʪʘ, ʥʘ ʢʦʪʦʨʫʶ 

ʤʦʞʥʦ ʧʦʜʢʣʶʯʘʪʴ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ (ʬʠʣʴʪʨʘʮʠʠ). ʅʘ ʥʘʰʝʡ ʩʭʝʤʝ, ʩʪʨʝʣʢʠ ð ʵʪʦ ʠ ʝʩʪʴ ʮʝʧʦʯʢʠ.  

ʂʘʞʜʘʷ ʮʝʧʦʯʢʘ ʠʤʝʝʪ ʩʚʦʝ ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ, ʢʦʪʦʨʦʝ ʧʠʰʝʪʩʷ ʙʦʣʴʰʠʤʠ ʙʫʢʚʘʤʠ: 

PREROUTING ð ʧʘʢʝʪʳ ʜʦ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʷ ʦ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ʊ.ʝ. ʧʘʢʝʪʳ, ʢʦʪʦʨʳʝ ʪʦʣʴʢʦ 

ʧʨʠʰʣʠ ʥʘ ʥʘʰʫ ʤʘʰʠʥʫ ʠ ʤʳ ʝʱʝ ʥʝ ʟʥʘʝʤ, ʢʫʜʘ ʦʥʠ ʙʫʜʫʪ ʥʘʧʨʘʚʣʝʥʳ ʜʘʣʴʰʝ, ʥʘʰʝʤʫ 

ʧʨʦʛʨʘʤʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ ʠʣʠ ʫʡʜʫʪ ʯʝʨʝʟ ʜʨʫʛʦʡ ʠʥʪʝʨʬʝʡʩ. 

POSTROUTING ð ʧʘʢʝʪʳ, ʢʦʪʦʨʳʝ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦʡ ʫʭʦʜʷʪ ʩ ʥʘʰʝʡ ʤʘʰʠʥʳ. ʕʪʦ ʤʦʛʫʪ ʙʳʪʴ ʢʘʢ 

ʪʨʘʥʟʠʪʥʳʝ ʧʘʢʝʪʳ, ʪʘʢ ʠ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʝ ʥʘʰʠʤ ʧʨʦʛʨʘʤʤʥʳʤ ʦʙʝʩʧʝʯʝʥʠʝʤ. 

INPUT ð ʧʘʢʝʪʳ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʧʨʦʛʨʘʤʤ, ʨʘʙʦʪʘʶʱʠʭ ʥʘ ʥʘʰʝʡ ʤʘʰʠʥʝ. 

OUTPUT ð ʧʘʢʝʪʳ, ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʝ ʧʨʦʛʨʘʤʤʘʤʠ, ʨʘʙʦʪʘʶʱʠʤʠ ʥʘ ʥʘʰʝʡ ʤʘʰʠʥʝ. ʇʨʠʯʝʤ, ʤʳ 

ʝʱʝ ʥʝ ʟʥʘʝʤ, ʢʫʜʘ ʦʥʠ ʙʫʜʫʪ ʥʘʧʨʘʚʣʝʥʳ ʜʘʣʴʰʝ: ʦʙʨʘʪʥʦ ʢ ʥʘʤ ʠʣʠ ʫʡʜʫʪ ʩ ʥʘʰʝʡ ʤʘʰʠʥʳ. 

FORWARD ð ʪʨʘʥʟʠʪʥʳʝ ʧʘʢʝʪʳ. 

ʊɸɹʃʀʎʓ. 

ʂʨʦʤʝ ʮʝʧʦʯʝʢ, ʚ netfilter ʩʫʱʝʩʪʚʫʝʪ ʪʘʢʦʝ ʧʦʥʷʪʠʝ ʢʘʢ ʪʘʙʣʠʮʘ. ʊʦ, ʯʪʦ ʷ ʥʘʨʠʩʦʚʘʣ ʥʘ ʧʨʝʜʳʜʫʱʝʡ ʩʭʝʤʝ 

ð ʵʪʦ ʪʘʙʣʠʮʘ. ɺ ʥʝʡ ʝʩʪʴ ʮʝʧʦʯʢʠ. ʊʘʙʣʠʮ ʯʝʪʳʨʝ ʰʪʫʢʠ: 

raw 

filter 

nat 

mangle 

ʂʘʞʜʘʷ ʪʘʙʣʠʮʘ ʠʤʝʝʪ ʠʥʜʠʚʠʜʫʘʣʴʥʳʡ ʥʘʙʦʨ ʮʝʧʦʯʝʢ ʠ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʜʝʡʩʪʚʠʡ ʩ 

ʧʘʢʝʪʘʤʠ. 
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ʈʠʩʫʥʦʢ 1. ʊʘʙʣʠʮʘ filter  

ʊʘʙʣʠʮʘ filter ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʧʘʢʝʪʦʚ. ʊ.ʝ. ʚʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ firewall. ɺ ʥʝʡ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʪʨʠ ʮʝʧʦʯʢʠ: INPUT, FORWARD ʠ OUTPUT. 

 

ʈʠʩʫʥʦʢ 2. ʊʘʙʣʠʮʘ nat. 

ʊʘʙʣʠʮʘ nat ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʦʧʠʩʘʥʠʷ ʧʨʘʚʠʣ NAT (Network Address Translations). ɺ ʥʝʡ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʪʨʠ ʮʝʧʦʯʢʠ: PREROUTING, POSTROUTING ʠ OUTPUT. 

 

ʈʠʩʫʥʦʢ 3. ʊʘʙʣʠʮʘ mangle 

ʊʘʙʣʠʮʘ mangle ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʚʥʝʩʝʥʠʷ ʠʟʤʝʥʝʥʠʡ ʚ ʦʩʪʘʣʴʥʳʝ ʟʘʛʦʣʦʚʢʠ ʧʘʢʝʪʦʚ ʠ ʥʝʩʪʘʥʜʘʨʪʥʳʝ 

ʜʝʡʩʪʚʠʷ ʩ ʧʘʢʝʪʘʤʠ, ʩʚʦʡʩʪʚʝʥʥʳʝ Linux. ɺ ʪʘʙʣʠʮʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʩʝ ʧʷʪʴ ʮʝʧʦʯʝʢ: PREROUTING, 

POSTROUTING, INPUT, FORWARD ʠ OUTPUT. 

 

ʈʠʩʫʥʦʢ 4. ʊʘʙʣʠʮʘ raw. 
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ʊʘʙʣʠʮʘ raw ʧʨʦʩʤʘʪʨʠʚʘʝʪʩʷ ʜʦ ʧʝʨʝʜʘʯʠ ʧʘʢʝʪʘ ʩʠʩʪʝʤʝ ʦʧʨʝʜʝʣʝʥʠʷ ʩʦʩʪʦʷʥʠʡ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʨʝʜʢʦ, 

ʥʘʧʨʠʤʝʨ, ʜʣʷ ʤʘʨʢʠʨʦʚʢʠ ʧʘʢʝʪʦʚ, ʢʦʪʦʨʳʝ ʥʝ ʜʦʣʞʥʳ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʩʠʩʪʝʤʦʡ ʦʧʨʝʜʝʣʝʥʠʷ ʩʦʩʪʦʷʥʠʡ 

(ʧʦʜʨʦʙʥʝʝ ʦʙ ʵʪʦʡ ʩʠʩʪʝʤʝ ʨʘʩʩʢʘʟʳʚʘʝʪʩʷ ʚ ʦʧʠʩʘʥʠʠ ʤʦʜʫʣʷ state). ɼʣʷ ʵʪʦʛʦ ʚ ʧʨʘʚʠʣʝ ʫʢʘʟʳʚʘʝʪʩʷ 

ʜʝʡʩʪʚʠʝ NOTRACK. ʉʦʜʝʨʞʠʪ ʮʝʧʦʯʢʠ PREROUTING ʠ OUTPUT. 

ʇʆʈʗɼʆʂ ʇʈʆʍʆɾɼɽʅʀʗ ʊɸɹʃʀʎ ʀ ʎɽʇʆʏɽʂ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʚ netfilter ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʩʢʦʣʴʢʦ ʪʘʙʣʠʮ ʠ ʮʝʧʦʯʝʢ, ʧʘʢʝʪ ʥʝ ʤʦʞʝʪ ʧʘʨʘʣʣʝʣʴʥʦ 

ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʚʩʝ ʪʘʙʣʠʮʳ ʠ ʮʝʧʦʯʢʠ. ʆʥ ʧʨʦʭʦʜʠʪ ʯʝʨʝʟ ʥʠʭ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ. 

ʉʥʘʯʘʣʘ ʨʘʩʩʤʦʪʨʠʤ ʧʦʨʷʜʦʢ ʧʨʦʭʦʞʜʝʥʠʷ ʪʨʘʥʟʠʪʥʳʭ ʧʘʢʝʪʦʚ. ɿʘʧʦʤʥʠʪʴ ʧʦʨʷʜʦʢ ʜʦʩʪʘʪʦʯʥʦ ʧʨʦʩʪʦ. ɺ 

ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʧʘʢʝʪ ʚʩʝʛʜʘ ʧʦʧʘʜʘʝʪ ʚ ʪʘʙʣʠʮʫ mangle ʠ ʪʦʣʴʢʦ ʧʦʪʦʤ ʚ ʦʩʪʘʚʰʠʝʩʷ ʪʘʙʣʠʮʳ ʵʪʦʡ 

ʮʝʧʦʯʢʠ. 

ʊʘʙʣʠʮʘ ʎʝʧʦʯʢʘ 

raw PREROUTING 

mangle PREROUTING 

nat PREROUTING 

mangle FORWARD 

filter  FORWARD 

mangle POSTROUTING 

nat POSTROUTING 
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ʇʦʨʷʜʦʢ ʧʨʦʭʦʞʜʝʥʠʷ ʚʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʨʘʙʦʪʘʶʱʝʛʦ 

ʥʘ ʥʘʰʝʡ ʤʘʰʠʥʝ. 

ʊʘʙʣʠʮʘ ʎʝʧʦʯʢʘ 

mangle PREROUTING 

nat PREROUTING 

mangle INPUT 

filter  INPUT 

ʀ ʥʘʢʦʥʝʮ, ʧʦʨʷʜʦʢ ʧʨʦʭʦʞʜʝʥʠʷ ʧʘʢʝʪʦʚ, ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʭ ʥʘʰʠʤ ʧʨʦʛʨʘʤʤʥʳʤ ʦʙʝʩʧʝʯʝʥʠʝʤ.  

ʊʘʙʣʠʮʘ ʎʝʧʦʯʢʘ 

raw OUTPUT 

mangle OUTPUT 

nat OUTPUT 

filter  OUTPUT 

mangle POSTROUTING 

Nat POSTROUTING 

ʇʆɻʈɸʄʄɸ IPTABLES. 

Netfilter ð ʵʪʦ ʢʦʜ, ʢʦʪʦʨʳʡ ʚʳʧʦʣʥʷʝʪʩʷ ʥʘ ʫʨʦʚʥʝ ʷʜʨʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʄʳ ʜʦʣʞʥʳ ʢʘʢʠʤ ʪʦ 

ʦʙʨʘʟʦʤ ʠʟʤʝʥʷʪʴ ʧʨʘʚʠʣʘ ʬʠʣʴʪʨʘʮʠʠ ʠ ʝʛʦ ʧʦʚʝʜʝʥʠʝ. ɼʣʷ ʵʪʠʭ ʮʝʣʝʡ, ʥʘ ʫʨʦʚʥʝ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʦʛʨʘʤʤʘ iptables. 

Iptables ð ʵʪʦ ʧʨʦʛʨʘʤʤʘ, ʢʦʪʦʨʦʡ ʚʩʝ ʧʘʨʘʤʝʪʨʳ ʧʝʨʝʜʘʶʪʩʷ ʚ ʚʠʜʝ ʘʨʛʫʤʝʥʪʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ɿʘ ʦʜʠʥ 

ʚʳʟʦʚ ʧʨʦʛʨʘʤʤʳ ð ʦʜʥʘ ʢʦʤʘʥʜʘ. 

ʇʨʦʛʨʘʤʤʘ ʤʦʞʝʪ ʚʣʠʷʪʴ ʪʦʣʴʢʦ ʥʘ ʦʜʥʫ ʠʟ ʪʘʙʣʠʮ ʟʘ ʦʜʠʥ ʚʳʟʦʚ. ɼʣʷ ʦʧʨʝʜʝʣʝʥʠʷ, ʩ ʢʘʢʦʡ ʪʘʙʣʠʮʝʡ ʙʫʜʝʪ 

ʨʘʙʦʪʘʪʴ ʧʨʦʛʨʘʤʤʘ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʦʧʮʠʷ -t, ʧʦʩʣʝ ʢʦʪʦʨʦʡ ʫʢʘʟʳʚʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʪʘʙʣʠʮʘ: filter, nat 

ʠʣʠ mangle. ɽʩʣʠ ʦʧʮʠʷ ʥʝ ʫʢʘʟʘʥʘ, ʧʨʦʛʨʘʤʤʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʘʙʦʪʘʝʪ ʩ ʪʘʙʣʠʮʝʡ filter. ʀ ʵʪʦ ʧʨʘʚʠʣʴʥʦ. ʅʘ 

ʪʘʙʣʠʮʫ filter ʣʦʞʠʪʩʷ ʦʩʥʦʚʥʘʷ ʥʘʛʨʫʟʢʘ, ʚ ʥʝʡ ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʧʨʘʚʠʣʘ firewall. ɺ nat ʙʫʜʝʪ ʦʥʦ, ʜʚʘ 

ʧʨʘʚʠʣʘ, ʘ mangle ʤʦʞʝʪ ʙʳʪʴ ʩʦʚʩʝʤ ʧʫʩʪʦʡ. 

ʂʆʄɸʅɼʓ ʇʈʆɻʈɸʄʄʓ IPTABLES. 

ɼʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʦʝ ʧʨʦʛʨʘʤʤʘ iptables ʜʦʣʞʥʘ ʚʳʧʦʣʥʠʪʴ, ʝʡ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʢʦʤʘʥʜʫ. 

ɺ ʪʘʙʣʠʮʝ ʧʨʠʚʝʜʝʥʳ ʢʦʤʘʥʜʳ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ. ɿʘ ʦʜʠʥ ʚʳʟʦʚ ʧʨʦʛʨʘʤʤʳ ʤʦʞʥʦ ʫʢʘʟʘʪʴ 

ʪʦʣʴʢʦ ʦʜʥʫ ʢʦʤʘʥʜʫ. 

ʂʦʤʘʥʜʘ ʆʧʠʩʘʥʠʝ 

-A, 

 --append 

ɼʦʙʘʚʣʷʝʪ ʧʨʘʚʠʣʦ ʚ ʢʦʥʝʮ ʮʝʧʦʯʢʠ. ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʦʤʘʥʜʳ ʥʝʦʙʭʦʜʠʤʦ 

ʦʙʷʟʘʪʝʣʴʥʦ ʫʢʘʟʘʪʴ ʮʝʧʦʯʢʫ. 

ʇʨʠʤʝʨ: 

iptables - A INPUT - s 10.10.100.100 - j ACCEPT  

-D, 

 --delete 

ʋʜʘʣʷʝʪ ʧʨʘʚʠʣʦ ʠʟ ʮʝʧʦʯʢʠ. ʉʫʱʝʩʪʚʫʶʪ ʜʚʘ ʩʧʦʩʦʙʘ ʫʜʘʣʝʥʠʷ: ʧʦ ʥʦʤʝʨʫ ʧʨʘʚʠʣʘ 

ʠʣʠ ʩ ʫʢʘʟʘʥʠʝʤ ʢʨʠʪʝʨʠʝʚ ʦʪʙʦʨʘ (ʧʨʘʚʠʣʦ ʟʘʧʠʩʳʚʘʝʪʩʷ ʪʦʯʥʦ ʪʘʢ ʞʝ, ʢʘʢ ʦʥʦ 
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ʜʦʙʘʚʣʷʣʦʩʴ, ʪʦʣʴʢʦ ʫʢʘʟʳʚʘʝʪʩʷ ʢʦʤʘʥʜʘ D). 

ʇʨʠʤʝʨ: 

iptables - D INPUT 1  

iptables - D INPUT -- dport 80  - j DROP  

-R, 

 --replace 

ʂʦʤʘʥʜʘ ʟʘʤʝʥʷʝʪ ʦʜʥʦ ʧʨʘʚʠʣʦ ʜʨʫʛʠʤ. 

ʇʨʠʤʝʨ: 

iptables - R INPUT 1 - s 192.168.0.1 - j DROP  

-I,  

 --insert 

ʂʦʤʘʥʜʘ ʚʩʪʘʚʣʷʝʪ ʧʨʘʚʠʣʦ ʚ ʫʢʘʟʘʥʥʦʝ ʤʝʩʪʦ ʚ ʮʝʧʦʯʢʝ. 

ʇʨʠʤʝʨ: 

iptables - I INPUT 1 -- dport 80 - j ACCEPT  

-L, 

 --list 

ɽʩʣʠ ʥʝ ʫʢʘʟʳʚʘʪʴ ʠʤʷ ʮʝʧʦʯʢʠ, ʢʦʤʘʥʜʘ ʧʦʢʘʟʳʚʘʝʪ ʚʩʝ ʧʨʘʚʠʣʘ ʪʝʢʫʱʝʡ ʪʘʙʣʠʮʳ. 

ɽʩʣʠ ʫʢʘʟʘʪʴ ʠʤʷ ʮʝʧʦʯʢʠ ð ʧʦʢʘʟʳʚʘʝʪ ʚʩʝ ʧʨʘʚʠʣʘ ʚ ʫʢʘʟʘʥʥʦʡ ʮʝʧʦʯʢʝ. 

ʇʨʠʤʝʨ: 

iptables - L INPUT  

-F, --flush ɽʩʣʠ ʥʝ ʫʢʘʟʳʚʘʪʴ ʠʤʷ ʮʝʧʦʯʢʠ, ʢʦʤʘʥʜʘ ʫʜʘʣʷʝʪ ʚʩʝ ʧʨʘʚʠʣʘ ʠʟ ʪʝʢʫʱʝʡ ʪʘʙʣʠʮʳ. 

ɽʩʣʠ ʫʢʘʟʘʪʴ ʠʤʷ ʮʝʧʦʯʢʠ ð ʙʫʜʫʪ ʫʜʘʣʝʥʳ ʚʩʝ ʧʨʘʚʠʣʘ ʠʟ ʫʢʘʟʘʥʥʦʡ ʮʝʧʦʯʢʠ. 

ʇʨʠʤʝʨ: 

iptables - F INPUT  

-Z, --zero ʂʘʞʜʦʤʫ ʧʨʘʚʠʣʫ ʚ ʪʘʙʣʠʮʝ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʜʚʘ ʩʯʸʪʯʠʢʘ: ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ ʠ 

ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪ, ʩʨʘʙʦʪʘʚʰʠʭ ʥʘ ʜʘʥʥʦʤ ʧʨʘʚʠʣʝ. ʂʦʤʘʥʜʘ ʩʙʨʘʩʳʚʘʝʪ ʩʯʝʪʯʠʢʠ ʚ 

ʪʝʢʫʱʝʡ ʪʘʙʣʠʮʝ, ʠʣʠ, ʝʩʣʠ ʫʢʘʟʘʥʦ ʠʤʷ ʮʝʧʦʯʢʠ, ʚ ʟʘʜʘʥʥʦʡ ʮʝʧʦʯʢʝ. 

ʇʨʠʤʝʨ: 

iptables - Z INPUT  

-N, 

 --new-chain 

ʂʦʤʘʥʜʘ ʩʦʟʜʘʸʪ ʮʝʧʦʯʢʫ ʩ ʟʘʜʘʥʥʳʤ ʠʤʝʥʝʤ ʚ ʪʝʢʫʱʝʡ ʪʘʙʣʠʮʝ. ʀʤʷ ʜʦʣʞʥʦ ʙʳʪʴ 

ʫʥʠʢʘʣʴʥʳʤ ʠ ʥʝ ʜʦʣʞʥʦ ʩʦʚʧʘʜʘʪʴ ʩ ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʥʳʤʠ ʠʤʝʥʘʤʠ ʮʝʧʦʯʝʢ ʠ 

ʜʝʡʩʪʚʠʡ. 

ʇʨʠʤʝʨ: 

iptables - N userchain  

-X, 

 --delete-chain 

ʂʦʤʘʥʜʘ ʫʜʘʣʷʝʪ ʮʝʧʦʯʢʫ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʟ ʪʘʙʣʠʮʳ. ʋʜʘʣʷʪʴ ʤʦʞʥʦ ʪʦʣʴʢʦ ʮʝʧʦʯʢʠ, 

ʥʝ ʩʦʜʝʨʞʘʱʠʝ ʧʨʘʚʠʣ. ʊʘʢ ʞʝ ʥʘ ʵʪʠ ʮʝʧʦʯʢʠ ʥʝ ʜʦʣʞʥʦ ʙʳʪʴ ʩʩʳʣʦʢ ʠʟ ʜʨʫʛʠʭ 

ʮʝʧʦʯʝʢ. 

ʇʨʠʤʝʨ: 

iptabl es - X userchain  

-P, 

 --policy 

ʂʦʤʘʥʜʘ ʟʘʜʘʝʪ ʧʦʣʠʪʠʢʫ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʮʝʧʦʯʢʠ. ʇʦʣʠʪʠʢʘ ʦʧʨʝʜʝʣʷʝʪ, ʯʪʦ 

ʩʣʝʜʫʝʪ ʩʜʝʣʘʪʴ ʩ ʧʘʢʝʪʦʤ, ʥʘ ʢʦʪʦʨʦʤ ʥʝ ʩʨʘʙʦʪʘʣʦ ʥʠ ʦʜʥʦ ʧʨʘʚʠʣʦ ʮʝʧʦʯʢʠ. ɺ 

ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ ʧʦʣʠʪʠʢʠ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʥʘʯʝʥʠʷ ACCEPT ʠ DROP. 

ʇʨʠʤʝʨ: 



ˍ̅̍̉̎̉̒̓̑̉̑̏̃́̎̉̆ ,ÉÎÕØȢ ˤ̝́̒̓τȢ 

 

΄ ςππω ˍ̑̓̔̑ ˗̟̑̋̏̃Ȣ http :// www .kryukov.biz ˞̗̓̑́̎̉́ 10 

iptables - P INPUT DROP 

ʆʇʎʀʀ ʇʈʆɻʈɸʄʄʓ IPTABLES. 

ʇʨʦʛʨʘʤʤʝ iptables ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʧʮʠʠ, ʚʣʠʷʶʱʠʝ ʥʘ ʨʘʙʦʪʫ ʧʨʦʛʨʘʤʤʳ. ʅʝʢʦʪʦʨʳʝ 

ʦʧʮʠʠ ʠʤʝʝʪ ʩʤʳʩʣ ʜʘʚʘʪʴ ʪʦʣʴʢʦ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʢʦʤʘʥʜʘʤʠ. 

ʆʧʮʠʷ ʆʧʠʩʘʥʠʝ 

-v, --verbose ʆʧʮʠʷ ʟʘʩʪʘʚʣʷʝʪ ʧʨʦʛʨʘʤʤʫ ʚʳʚʦʜʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʅʘʧʨʠʤʝʨ, ʚ ʩʦʯʝʪʘʥʠʠ ʩ ʢʦʤʘʥʜʦʡ -L ʙʫʜʫʪ ʧʦʢʘʟʘʥʳ ʥʝ ʪʦʣʴʢʦ ʧʨʘʚʠʣʘ, ʥʦ ʠ 

ʦʢʨʫʛʣʝʥʥʳʝ ʟʥʘʯʝʥʠʷ ʩʯʸʪʯʠʢʦʚ. 

-x, --exact ʆʧʮʠʷ ʟʘʩʪʘʚʣʷʝʪ ʧʨʦʛʨʘʤʤʫ ʚʳʚʦʜʠʪʴ ʪʦʯʥʳʝ ʟʥʘʯʝʥʠʷ ʩʯʸʪʯʠʢʦʚ. 

-n, --numeric ʆʧʮʠʷ ʟʘʩʪʘʚʣʷʝʪ ʧʨʦʛʨʘʤʤʫ ʥʝ ʜʝʣʘʪʴ ʦʙʨʘʪʥʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʠʟ IP ʘʜʨʝʩʘ 

ʚ ʠʤʷ ʤʘʰʠʥʳ, ʝʩʣʠ ʚ ʚʳʚʦʜʝ ʧʨʦʛʨʘʤʤʳ ʚʩʪʨʝʯʘʶʪʩʷ IP ʘʜʨʝʩʘ. 

--line-numbers ʆʧʮʠʷ ʟʘʩʪʘʚʣʷʝʪ ʧʨʦʛʨʘʤʤʫ ʚʳʚʦʜʠʪʴ ʥʦʤʝʨʘ ʧʨʘʚʠʣ ʚ ʮʝʧʦʯʢʝ. 

-c, --set-counters ʆʧʮʠʷ ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʷ ʩʯʸʪʯʠʢʦʚ ʧʨʠ ʜʦʙʘʚʣʝʥʠʠ ʧʨʘʚʠʣʘ ʚ 

ʮʝʧʦʯʢʫ. 

ʂʈʀʊɽʈʀʀ ʆʊɹʆʈɸ ʇɸʂɽʊʆɺ. 

ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʧʨʘʚʠʣʘ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʳʚʘʪʴ ʢʨʠʪʝʨʠʠ ʦʪʙʦʨʘ ʧʘʢʝʪʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʵʪʦ ʧʨʘʚʠʣʦ ʙʫʜʝʪ 

ʨʘʙʦʪʘʪʴ. ʇʨʘʚʠʣʘ ʤʦʞʥʦ ʫʩʣʦʚʥʦ ʨʘʟʜʝʣʠʪʴ ʥʘ ʪʨʠ ʛʨʫʧʧʳ: 

¶ ʆʙʱʠʝ ʢʨʠʪʝʨʠʠ ð ʥʝ ʟʘʚʠʩʷʪ ʦʪ ʪʠʧʘ ʧʨʦʪʦʢʦʣʘ ʠ ʥʝ ʪʨʝʙʫʶʪ ʟʘʛʨʫʟʢʠ ʩʧʝʮʠʘʣʴʥʳʭ 

ʤʦʜʫʣʝʡ. 

¶ ʅʝʷʚʥʳʝ ʢʨʠʪʝʨʠʠ ð ʟʘʚʠʩʷʪ ʦʪ ʪʠʧʘ ʧʨʦʪʦʢʦʣʘ ʠ ʥʝ ʪʨʝʙʫʶʪ ʟʘʛʨʫʟʢʠ ʩʧʝʮʠʘʣʴʥʳʭ 

ʤʦʜʫʣʝʡ. 

¶ ʗʚʥʳʝ ʢʨʠʪʝʨʠʠ ð ʧʝʨʝʜ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʪʨʝʙʫʶʪ ʷʚʥʦʡ ʟʘʛʨʫʟʢʠ ʩʧʝʮʠʘʣʴʥʳʭ ʤʦʜʫʣʝʡ. 

ɺ ʦʜʥʦʤ ʧʨʘʚʠʣʝ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʩʨʘʟʫ ʥʝʩʢʦʣʴʢʦ ʨʘʟʥʳʭ ʢʨʠʪʝʨʠʝʚ ʦʪʙʦʨʘ ʧʘʢʝʪʦʚ. ʆʜʠʥ ʠ ʪʦʪ ʞʝ 

ʢʨʠʪʝʨʠʡ ʫʢʘʟʳʚʘʪʴ ʥʝʣʴʟʷ. 

ɽʩʣʠ ʚ ʧʨʘʚʠʣʝ ʦʪʙʦʨʘ ʧʘʢʝʪʘ ʢʨʠʪʝʨʠʡ ʥʝ ʦʧʨʝʜʝʣʸʥ, ʟʥʘʯʠʪ ʚʦʟʤʦʞʥʦ ʣʶʙʦʝ ʟʥʘʯʝʥʠʝ ʢʨʠʪʝʨʠʷ. 

ʂʦʛʜʘ ʤʳ ʛʦʚʦʨʠʤ ʦ ʤʦʜʫʣʝ ʧʨʦʛʨʘʤʤʳ iptables, ʠʤʝʶʪʩʷ ʚ ʚʠʜʫ ʥʝ ʤʦʜʫʣʠ ʷʜʨʘ Linux (ʭʦʪʷ ʤʦʜʫʣʠ netfilter 

ʩʫʱʝʩʪʚʫʶʪ). ʀʤʝʝʪʩʷ ʚ ʚʠʜʫ ʚʥʫʪʨʝʥʥʝ ʧʦʥʷʪʠʝ ʤʦʜʫʣʷ. ʇʦʩʣʝ ʫʢʘʟʘʥʠʷ çʚʥʫʪʨʝʥʥʝʛʦè ʠʤʝʥʠ ʤʦʜʫʣʷ 

ʧʦʷʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʨʠʪʝʨʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʝ ʵʪʠʤ ʤʦʜʫʣʝʤ. 

ʆɹʑʀɽ ʂʈʀʊɽʈʀʀ. 

ʆʙʱʠʝ ʢʨʠʪʝʨʠʠ ʥʝ ʟʘʚʠʩʷʪ ʦʪ ʪʠʧʘ ʧʨʦʪʦʢʦʣʘ ʠ ʜʣʷ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʝ ʪʨʝʙʫʝʪʩʷ ʟʘʛʨʫʟʢʘ ʩʧʝʮʠʘʣʴʥʳʭ 

ʤʦʜʫʣʝʡ ʧʨʠ ʧʦʤʦʱʠ ʦʧʮʠʠ -m. 

ʂʨʠʪʝʨʠʡ ʆʧʠʩʘʥʠʝ 

-p ʂʨʠʪʝʨʠʡ ʩʣʫʞʠʪ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʪʠʧʘ ʧʨʦʪʦʢʦʣʘ. ɺ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ 

ʧʘʨʘʤʝʪʨʘ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʳʚʘʪʴ ʠʤʷ, ʥʦʤʝʨ ʧʨʦʪʦʢʦʣʘ (ʩʤ. ʬʘʡʣ /etc/protocols) ʠʣʠ 

ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ ALL. 

ʇʨʠ ʫʢʘʟʘʥʠʠ ʧʨʦʪʦʢʦʣʘ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʠʤʚʦʣ !, ʢʦʪʦʨʳʡ ʠʥʚʝʨʪʠʨʫʝʪ 

ʟʥʘʯʝʥʠʝ ʢʨʠʪʝʨʠʷ. 

ʇʨʠʤʝʨʳ: 

- p tcp  
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- p ! icmp  

-s ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ IP ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ. ɺ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʧʘʨʘʤʝʪʨʘ 

ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ IP ʘʜʨʝʩ ʤʘʰʠʥʳ ʠʣʠ ʩʝʪʠ. ɺ ʧʦʩʣʝʜʥʝʤ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦ 

ʫʢʘʟʳʚʘʪʴ ʤʘʩʢʫ ʧʦʜʩʝʪʠ. 

ʉʠʤʚʦʣ ! ʠʥʚʝʨʪʠʨʫʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ. 

ʇʨʠʤʝʨʳ: 

- s 192.168.0.1  

- s 10.10.100.0/24  

- s ! 10.10.100.0/255.255.255.0  

-d ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ IP ʘʜʨʝʩ ʧʦʣʫʯʘʪʝʣʷ. ɺ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʧʘʨʘʤʝʪʨʘ 

ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ IP ʘʜʨʝʩ ʤʘʰʠʥʳ ʠʣʠ ʩʝʪʠ. ɺ ʧʦʩʣʝʜʥʝʤ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦ 

ʫʢʘʟʳʚʘʪʴ ʤʘʩʢʫ ʧʦʜʩʝʪʠ. 

ʉʠʤʚʦʣ ! ʠʥʚʝʨʪʠʨʫʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ. 

ʇʨʠʤʝʨʳ: 

- d 192.168.0.1  

- d 10.10.100.0/24  

- d ! 10.10.100.0/255.255.255.0  

-i ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ ʠʥʪʝʨʬʝʡʩ, ʩ ʢʦʪʦʨʦʛʦ ʙʳʣ ʧʦʣʫʯʝʥ ʧʘʢʝʪ.  

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʵʪʦʛʦ ʢʨʠʪʝʨʠʷ ʜʦʧʫʩʢʘʝʪʩʷ ʪʦʣʴʢʦ ʚ ʮʝʧʦʯʢʘʭ INPUT, FORWARD ʠ 

PREROUTING, ʚ ʣʶʙʳʭ ʜʨʫʛʠʭ ʩʣʫʯʘʷʭ ʙʫʜʝʪ ʚʳʟʳʚʘʪʴ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

ɽʩʣʠ ʠʤʷ ʠʥʪʝʨʬʝʡʩʘ ʟʘʚʝʨʰʘʝʪʩʷ ʩʠʤʚʦʣʦʤ +, ʪʦ ʢʨʠʪʝʨʠʡ ʟʘʜʘʝʪ ʚʩʝ ʠʥʪʝʨʬʝʡʩʳ, 

ʥʘʯʠʥʘʶʱʠʝʩʷ ʩ ʟʘʜʘʥʥʦʡ ʩʪʨʦʢʠ. 

ʉʠʤʚʦʣ ! ʠʥʚʝʨʪʠʨʫʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ. 

ʇʨʠʤʝʨʳ: 

- i eth0  

- i ppp+  

- i ! eth1  

-o ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ ʚʳʭʦʜʥʦʡ ʠʥʪʝʨʬʝʡʩ.  

ʕʪʦʪ ʢʨʠʪʝʨʠʡ ʜʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʚ ʮʝʧʦʯʢʘʭ OUTPUT, FORWARD ʠ 

POSTROUTING, ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ ʛʝʥʝʨʠʨʦʚʘʪʴʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

ɽʩʣʠ ʠʤʷ ʠʥʪʝʨʬʝʡʩʘ ʟʘʚʝʨʰʘʝʪʩʷ ʩʠʤʚʦʣʦʤ +, ʪʦ ʢʨʠʪʝʨʠʡ ʟʘʜʘʝʪ ʚʩʝ ʠʥʪʝʨʬʝʡʩʳ, 

ʥʘʯʠʥʘʶʱʠʝʩʷ ʩ ʟʘʜʘʥʥʦʡ ʩʪʨʦʢʠ. 

ʉʠʤʚʦʣ ! ʠʥʚʝʨʪʠʨʫʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ. 

ʇʨʠʤʝʨʳ: 

- o eth0  

- o ppp+  

- o ! eth1  

-f ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ ʚʩʝ ʬʨʘʛʤʝʥʪʳ ʬʨʘʛʤʝʥʪʠʨʦʚʘʥʥʦʛʦ ʧʘʢʝʪʘ, ʢʨʦʤʝ ʧʝʨʚʦʛʦ. 
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ʉʠʤʚʦʣ ! ʠʥʚʝʨʪʠʨʫʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ. 

ʇʨʠʤʝʨʳ: 

- f  

! - f  

ʅɽʗɺʅʓɽ ʂʈʀʊɽʈʀʀ. 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʷʚʥʳʤʠ ʢʨʠʪʝʨʠʷʤʠ, ʥʝʦʙʭʦʜʠʤʦ ʧʨʠ ʧʦʤʦʱʠ ʢʨʠʪʝʨʠʷ -p ʫʢʘʟʘʪʴ 

ʧʨʦʪʦʢʦʣ ʠ ʪʦʣʴʢʦ ʧʦʩʣʝ ʵʪʦʛʦ ʦʧʨʝʜʝʣʷʪʴ ʷʚʥʳʝ ʢʨʠʪʝʨʠʠ. 

TCP ʂʈʀʊɽʈʀʀ. 

TCP ʢʨʠʪʝʨʠʠ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʧʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʦʪʦʢʦʣʘ TCP: -p tcp. 

ʂʨʠʪʝʨʠʡ ʆʧʠʩʘʥʠʝ 

--sport ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ ʧʦʨʪ, ʩ ʢʦʪʦʨʦʛʦ ʙʳʣ ʦʪʧʨʘʚʣʝʥ ʧʘʢʝʪ. ɺ ʢʘʯʝʩʪʚʝ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʥʦʤʝʨ ʧʦʨʪʘ ʠʣʠ ʠʤʷ ʩʣʫʞʙʳ (ʩʤ. ʬʘʡʣ 

/etc/services). ʊʘʢ ʞʝ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ, ʨʘʟʜʝʣʝʥʥʳʭ ʩʠʤʚʦʣʦʤ :. 

ʉʠʤʚʦʣ ! ʠʥʚʝʨʪʠʨʫʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ. 

ʇʨʠʤʝʨʳ: 

-- sport 1024:65535  

-- sport 80  

-- sport ! www  

--dport  ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ. ɺ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʤʦʞʥʦ 

ʫʢʘʟʳʚʘʪʴ ʥʦʤʝʨ ʧʦʨʪʘ ʠʣʠ ʠʤʷ ʩʣʫʞʙʳ (ʩʤ. ʬʘʡʣ /etc/services). ʊʘʢ ʞʝ ʤʦʞʥʦ 

ʫʢʘʟʳʚʘʪʴ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ, ʨʘʟʜʝʣʝʥʥʳʭ ʩʠʤʚʦʣʦʤ ʜʚʦʝʪʦʯʠʝ. 

ʉʠʤʚʦʣ ! ʠʥʚʝʨʪʠʨʫʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ. 

ʇʨʠʤʝʨʳ: 

-- dpo rt 1024:65535  

-- dport 80  

-- dport ! www  

--tcp-flags ʂʨʠʪʝʨʠʡ ʧʦʟʚʦʣʷʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʬʣʘʛʠ TCP ʧʘʢʝʪʘ. ɺ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʧʘʨʘʤʝʪʨʦʚ ʫʢʘʟʳʚʘʶʪ ʩʧʠʩʦʢ ʠʥʪʝʨʝʩʫʶʱʠʭ ʬʣʘʛʦʚ ʠ ʯʝʨʝʟ ʧʨʦʙʝʣ ʩʧʠʩʦʢ ʬʣʘʛʦʚ, 

ʟʥʘʯʝʥʠʷ ʢʦʪʦʨʳʭ ʜʦʣʞʥʳ ʙʳʪʴ ʨʘʚʥʳ 1. ʊʘʢ ʞʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ 

ALL ð ʚʩʝ, NONE ð ʥʠ ʦʜʥʦʛʦ. 

ʉʠʤʚʦʣ ! ʠʥʚʝʨʪʠʨʫʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ. 

ʇʨʠʤʝʨ: 

-- tcp - flags SYN,ACK,FIN SYN  

--syn ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ TCP ʧʘʢʝʪ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʬʣʘʛʦʤ SYN ʠ ʩʦ ʩʙʨʦʰʝʥʥʳʤʠ 

ʬʣʘʛʘʤʠ ACK ʠ FIN, ʯʪʦ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʟʘʧʨʦʩʫ ʥʘ ʩʦʝʜʠʥʝʥʠʝ. 

ʇʨʠʤʝʨʳ: 

-- syn  
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! -- syn  

UDP ʂʈʀʊɽʈʀʀ. 

UDP ʢʨʠʪʝʨʠʠ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʧʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʦʪʦʢʦʣʘ UDP: -p udp. 

ʂʨʠʪʝʨʠʡ ʆʧʠʩʘʥʠʝ 

--sport ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ ʧʦʨʪ, ʩ ʢʦʪʦʨʦʛʦ ʙʳʣ ʦʪʧʨʘʚʣʝʥ ʧʘʢʝʪ. ɺ ʢʘʯʝʩʪʚʝ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʥʦʤʝʨ ʧʦʨʪʘ ʠʣʠ ʠʤʷ ʩʣʫʞʙʳ (ʩʤ. ʬʘʡʣ 

/etc/services). ʊʘʢ ʞʝ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ, ʨʘʟʜʝʣʝʥʥʳʭ ʩʠʤʚʦʣʦʤ 

ʜʚʦʝʪʦʯʠʝ. 

ʉʠʤʚʦʣ ! ʠʥʚʝʨʪʠʨʫʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ. 

ʇʨʠʤʝʨʳ: 

-- sport 1024:65535  

-- sport 21  

--dport  ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ. ɺ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʤʦʞʥʦ 

ʫʢʘʟʳʚʘʪʴ ʥʦʤʝʨ ʧʦʨʪʘ ʠʣʠ ʠʤʷ ʩʣʫʞʙʳ (ʩʤ. ʬʘʡʣ /etc/services). ʊʘʢ ʞʝ ʤʦʞʥʦ 

ʫʢʘʟʳʚʘʪʴ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ, ʨʘʟʜʝʣʝʥʥʳʭ ʩʠʤʚʦʣʦʤ ʜʚʦʝʪʦʯʠʝ. 

ʉʠʤʚʦʣ ! ʠʥʚʝʨʪʠʨʫʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ. 

ʇʨʠʤʝʨʳ: 

-- dport 102 4:65535  

-- dport 21  

ICMP ʂʈʀʊɽʈʀʁ. 

ICMP ʢʨʠʪʝʨʠʡ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʧʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʦʪʦʢʦʣʘ ICMP: -p icmp. 

ʉʫʱʝʩʪʚʫʝʪ ʚʩʝʛʦ ʣʠʰʴ ʦʜʠʥ icmp ʢʨʠʪʝʨʠʡ: --icmp-type, ʦʧʨʝʜʝʣʷʶʱʠʡ ʪʠʧ ICMP ʧʘʢʝʪʘ. ɺ ʢʘʯʝʩʪʚʝ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʠʤʷ ʠʣʠ ʥʦʤʝʨ ICMP ʧʘʢʝʪʘ. 

ʅʘʧʨʠʤʝʨ:  

-- icmp - type echo - request  

ʏʪʦʙʳ ʧʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʚʩʝʭ ICMP ʧʘʢʝʪʦʚ, ʤʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʦʛʨʘʤʤʦʡ iptables: 

iptables - p icmp -- help  

ʗɺʅʓɽ ʂʈʀʊɽʈʀʀ. 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʣʶʙʳʤ ʷʚʥʳʤ ʢʨʠʪʝʨʠʝʤ, ʥʝʦʙʭʦʜʠʤʦ ʧʨʠ ʧʦʤʦʱʠ ʧʘʨʘʤʝʪʨʘ -m ʟʘʛʨʫʟʠʪʴ 

ʥʝʦʙʭʦʜʠʤʳʡ ʤʦʜʫʣʴ ʠ ʪʦʣʴʢʦ ʟʘʪʝʤ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʷʚʥʳʝ ʢʨʠʪʝʨʠʠ. 

ʗɺʅʓɽ ʂʈʀʊɽʈʀʀ. ʂʈʀʊɽʈʀʁ LIMIT. 

ʅʘ ʩʘʤʦʤ ʜʝʣʝ ʩʫʱʝʩʪʚʫʝʪ ʜʦʚʦʣʴʥʦ ʧʦʜʨʦʙʥʦʝ ʦʙʲʷʩʥʝʥʠʝ ʢʘʢ ʨʘʙʦʪʘʝʪ ʵʪʦʪ ʢʨʠʪʝʨʠʡ, ʥʦ ʤʳ ʦʛʨʘʥʠʯʠʤʩʷ 

ʧʨʦʩʪʳʤ ʚʘʨʠʘʥʪʦʤ ʦʙʲʷʩʥʝʥʠʷ ʨʘʙʦʪʳ ð ʢʨʠʪʝʨʠʡ limit ʦʛʨʘʥʠʯʠʚʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʩʨʘʙʘʪʳʚʘʥʠʡ ʧʨʘʚʠʣʘ. 

ʇʝʨʝʜ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʨʠʪʝʨʠʷ ʥʝʦʙʭʦʜʠʤʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʘʨʘʤʝʪʨʦʤ -m limit. 

ʂʨʠʪʝʨʠʡ ʆʧʠʩʘʥʠʝ 
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--limit -burst ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʧʨʘʚʠʣʦ ʙʫʜʝʪ 

ʨʘʙʦʪʘʪʴ. ɽʩʣʠ ʵʪʦ ʧʘʨʘʤʝʪʨ ʥʝ ʫʢʘʟʘʥ ʷʚʥʦ, ʝʛʦ ʟʥʘʯʝʥʠʝ ʧʨʠʥʠʤʘʝʪʩʷ ʨʘʚʥʳʤ 

5. 

ʇʨʠʤʝʨ: 

--limit -burst 1 

--limit  ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ, ʩʢʦʣʴʢʦ ʨʘʟ ʚ ʝʜʠʥʠʮʫ ʚʨʝʤʝʥʠ ʙʫʜʝʪ ʩʨʘʙʘʪʳʚʘʪʴ 

ʧʨʘʚʠʣʦ. ɺ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʧʘʨʘʤʝʪʨʘ, ʫʢʘʟʳʚʘʶʱʝʛʦ ʝʜʠʥʠʮʫ 

ʚʨʝʤʝʥʠ, ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ: 

N/s (ʩʝʢʫʥʜʘ), N/m (ʤʠʥʫʪʘ), N/h (ʯʘʩ), N/d (ʜʝʥʴ). ɺʤʝʩʪʦ ʙʫʢʚʳ N 

ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʩʪʘʚʠʪʴ ʯʠʩʣʦ. 

ʇʨʠʤʝʨʳ: 

--limit 1/s 

ʅʘʧʨʠʤʝʨ, ʫʩʪʘʥʦʚʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʢʨʠʪʝʨʠʠ ʦʪʙʦʨʘ ʧʘʢʝʪʦʚ: 

- p tcp -- dport 80 - m limit -- limit 1/s -- limit - burst 4 \  

- j ACC EPT 

ʕʪʦ ʟʥʘʯʠʪ, ʯʪʦ ʯʝʪʳʨʝ ʧʘʢʝʪʘ (--limit-burst 4) ʧʨʦʪʦʢʦʣʘ TCP (-p tcp), ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʧʦʨʪ 80 (--dport 80), 

ʙʫʜʫʪ ʧʨʠʥʠʤʘʪʴʩʷ (-j ACCEPT) ʦʜʠʥ ʨʘʟ ʚ ʩʝʢʫʥʜʫ (--limit 1/s). 

ʂʨʠʪʝʨʠʡ limit ʧʨʠʤʝʥʷʶʪ ʧʨʠ ʟʘʱʠʪʝ ʦʪ syn flood ʘʪʘʢ ʠʣʠ ʧʦʜʦʙʥʳʭ ʠʤ. ʊʘʢ ʞʝ ʝʛʦ ʨʝʢʦʤʝʥʜʫʶʪ 

ʧʨʠʤʝʥʷʪʴ ʧʨʠ ʦʪʩʳʣʢʝ ʧʘʢʝʪʦʚ ʚ ʩʠʩʪʝʤʫ Syslog. 

ʗɺʅʓɽ ʂʈʀʊɽʈʀʀ. ʂʈʀʊɽʈʀʁ MULTIPORT. 

ʂʨʠʪʝʨʠʡ multiport ʧʦʟʚʦʣʷʝʪ ʚ ʢʘʯʝʩʪʚʝ ʧʘʨʘʤʝʪʨʘ ʫʢʘʟʳʚʘʪʴ ʥʝʩʢʦʣʴʢʦ ʧʦʨʪʦʚ ʚ ʣʶʙʦʡ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ. 

ɽʛʦ ʥʝʣʴʟʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʚʤʝʩʪʥʦ ʩ ʢʨʠʪʝʨʠʷʤʠ --sport ʠ --dport. 

ʂʨʠʪʝʨʠʡ ʆʧʠʩʘʥʠʝ 

--source-port  

ʠʣʠ 

--sports 

ʂʨʠʪʝʨʠʡ ʩʣʫʞʠʪ ʜʣʷ ʫʢʘʟʘʥʠʷ ʩʧʠʩʢʘ ʠʩʭʦʜʷʱʠʭ ʧʦʨʪʦʚ. ʉ ʝʛʦ 

ʧʦʤʦʱʴʶ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʜʦ 15 ʨʘʟʣʠʯʥʳʭ ʧʦʨʪʦʚ. ʅʘʟʚʘʥʠʷ ʧʦʨʪʦʚ ʚ ʩʧʠʩʢʝ 

ʜʦʣʞʥʳ ʦʪʜʝʣʷʪʴʩʷ ʜʨʫʛ ʦʪ ʜʨʫʛʘ ʟʘʧʷʪʳʤʠ, ʧʨʦʙʝʣʳ ʥʝ ʜʦʧʫʩʪʠʤʳ. ɼʘʥʥʦʝ 

ʨʘʩʰʠʨʝʥʠʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʩʦʚʤʝʩʪʥʦ ʩ ʢʨʠʪʝʨʠʷʤʠ -p tcp ʠʣʠ -p 

udp. 

ʇʨʠʤʝʨ: 

-- source - port 21,23,53  

--destination-port  

ʠʣʠ 

--dports 

ʂʨʠʪʝʨʠʡ ʩʣʫʞʠʪ ʜʣʷ ʫʢʘʟʘʥʠʷ ʩʧʠʩʢʘ ʚʭʦʜʥʳʭ ʧʦʨʪʦʚ. ɺ ʦʩʪʘʣʴʥʦʤ 

ʵʪʦʪ ʢʨʠʪʝʨʠʡ ʘʥʘʣʦʛʠʯʝʥ ʢʨʠʪʝʨʠʶ --source-port. 

ʅʘʧʨʠʤʝʨ, ʥʘʤ ʧʦʪʨʝʙʫʝʪʩʷ ʧʨʦʧʫʩʢʘʪʴ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ TCP ʥʘ ʮʝʧʦʯʢʝ INPUT ʥʘ ʧʦʨʪʳ 22, 25 ʠ 53. 

ʇʨʘʚʠʣʦ ʤʦʞʝʪ ʚʳʛʣʷʜʝʪʴ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

iptables  - A INPUT - p tcp  ïm multiport  -- dports  22,25,53 - j  ACCEPT 
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ʗɺʅʓɽ ʂʈʀʊɽʈʀʀ. ʂʈʀʊɽʈʀʁ STATE. 

Netfilter ʧʦʟʚʦʣʷʝʪ ʦʪʩʣʝʞʠʚʘʪʴ ʩʦʝʜʠʥʝʥʠʷ, ʧʨʠʯʝʤ ʜʘʞʝ ʜʣʷ ʪʘʢʠʭ ʧʨʦʪʦʢʦʣʦʚ, ʢʘʢ ICMP ʠ UDP. ɺ 

ʧʨʝʜʝʣʘʭ netfilter ʩʦʝʜʠʥʝʥʠʝ ʤʦʞʝʪ ʠʤʝʪʴ ʦʜʥʦ ʠʟ 4-ʭ ʙʘʟʦʚʳʭ ʩʦʩʪʦʷʥʠʡ: NEW, ESTABLISHED, RELATED ʠ 

INVALID. ɼʣʷ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʭʦʞʜʝʥʠʝʤ ʧʘʢʝʪʦʚ, ʦʩʥʦʚʳʚʘʷʩʴ ʥʘ ʠʭ ʩʦʩʪʦʷʥʠʠ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʨʠʪʝʨʠʡ 

state. 

ʊʨʘʩʩʠʨʦʚʢʘ ʩʦʝʜʠʥʝʥʠʡ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʧʝʮʠʘʣʴʥʳʤ ʢʦʜʦʤ ʚ ʧʨʦʩʪʨʘʥʩʪʚʝ ʷʜʨʘ ð ʪʨʘʩʩʠʨʦʚʱʠʢʦʤ 

(conntrack). ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʪʨʝʙʫʝʪʩʷ ʙʦʣʝʝ ʩʧʝʮʠʬʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʝʜʠʥʝʥʠʠ, ʯʝʤ ʪʘ, 

ʢʦʪʦʨʫʶ ʧʦʩʪʘʚʣʷʝʪ ʪʨʘʩʩʠʨʦʚʱʠʢ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʇʦʵʪʦʤʫ ʪʨʘʩʩʠʨʦʚʱʠʢ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʙʨʘʙʦʪʯʠʢʠ 

ʨʘʟʣʠʯʥʳʭ ʧʨʦʪʦʢʦʣʦʚ, ʥʘʧʨʠʤʝʨ TCP, UDP ʠʣʠ ICMP. ʉʦʙʨʘʥʥʘʷ ʠʤʠ ʠʥʬʦʨʤʘʮʠʷ ʟʘʪʝʤ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ ʦʧʨʝʜʝʣʝʥʠʷ ʪʝʢʫʱʝʛʦ ʩʦʩʪʦʷʥʠʷ ʩʦʝʜʠʥʝʥʠʷ. ʅʘʧʨʠʤʝʨ ð ʩʦʝʜʠʥʝʥʠʝ ʧʦ ʧʨʦʪʦʢʦʣʫ UDP 

ʦʜʥʦʟʥʘʯʥʦ ʠʜʝʥʪʠʬʠʮʠʨʫʝʪʩʷ ʧʦ IP-ʘʜʨʝʩʘʤ ʠ ʧʦʨʪʘʤ ʠʩʪʦʯʥʠʢʘ ʠ ʧʨʠʝʤʥʠʢʘ. 

ɺ ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʷʭ ʷʜʨʘ ʠʤʝʣʘʩʴ ʚʦʟʤʦʞʥʦʩʪʴ ʚʢʣʶʯʝʥʠʷ/ʚʳʢʣʶʯʝʥʠʷ ʧʦʜʜʝʨʞʢʠ ʜʝʬʨʘʛʤʝʥʪʘʮʠʠ 

ʧʘʢʝʪʦʚ. ʆʜʥʘʢʦ ʧʦʩʣʝ ʪʦʛʦ ʢʘʢ ʪʨʘʩʩʠʨʦʚʢʘ ʩʦʝʜʠʥʝʥʠʡ ʙʳʣʘ ʚʢʣʶʯʝʥʘ ʚ ʩʦʩʪʘʚ netfilter, ʥʘʜʦʙʥʦʩʪʴ ʚ ʵʪʦʤ 

ʦʪʧʘʣʘ. ʇʨʠʯʠʥʘ ʚ ʪʦʤ, ʯʪʦ ʪʨʘʩʩʠʨʦʚʱʠʢ ʥʝ ʚ ʩʦʩʪʦʷʥʠʠ ʚʳʧʦʣʥʷʪʴ ʚʦʟʣʦʞʝʥʥʳʝ ʥʘ ʥʝʛʦ ʬʫʥʢʮʠʠ ʙʝʟ 

ʧʦʜʜʝʨʞʢʠ ʜʝʬʨʘʛʤʝʥʪʘʮʠʠ ʠ ʧʦʵʪʦʤʫ ʦʥʘ ʚʢʣʶʯʝʥʘ ʧʦʩʪʦʷʥʥʦ. ɽʸ ʥʝʣʴʟʷ ʦʪʢʣʶʯʠʪʴ ʠʥʘʯʝ, ʢʘʢ ʦʪʢʣʶʯʠʚ 

ʪʨʘʩʩʠʨʦʚʢʫ ʩʦʝʜʠʥʝʥʠʡ. ɼʝʬʨʘʛʤʝʥʪʘʮʠʷ ʚʳʧʦʣʥʷʝʪʩʷ ʚʩʝʛʜʘ, ʝʩʣʠ ʪʨʘʩʩʠʨʦʚʱʠʢ ʚʢʣʶʯʝʥ. 

ʊʨʘʩʩʠʨʦʚʢʘ ʩʦʝʜʠʥʝʥʠʡ ʧʨʦʠʟʚʦʜʠʪʩʷ ʚ ʮʝʧʦʯʢʝ PREROUTING, ʠʩʢʣʶʯʘʷ ʩʣʫʯʘʠ, ʢʦʛʜʘ ʧʘʢʝʪʳ ʩʦʟʜʘʶʪʩʷ 

ʣʦʢʘʣʴʥʳʤʠ ʧʨʦʮʝʩʩʘʤʠ ʥʘ ʙʨʘʥʜʤʘʫʵʨʝ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʪʨʘʩʩʠʨʦʚʢʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʚ ʮʝʧʦʯʢʝ OUTPUT. ʕʪʦ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ netfilter ʧʨʦʠʟʚʦʜʠʪ ʚʩʝ ʚʳʯʠʩʣʝʥʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʦʧʨʝʜʝʣʝʥʠʝʤ ʩʦʩʪʦʷʥʠʷ, ʚ ʧʨʝʜʝʣʘʭ ʵʪʠʭ 

ʮʝʧʦʯʝʢ. ʂʦʛʜʘ ʣʦʢʘʣʴʥʳʡ ʧʨʦʮʝʩʩ ʥʘ ʙʨʘʥʜʤʘʫʵʨʝ ʦʪʧʨʘʚʣʷʝʪ ʧʝʨʚʳʡ ʧʘʢʝʪ ʠʟ ʧʦʪʦʢʘ, ʪʦ ʚ ʮʝʧʦʯʢʝ 

OUTPUT ʝʤʫ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʩʦʩʪʦʷʥʠʝ NEW, ʘ ʢʦʛʜʘ ʚʦʟʚʨʘʱʘʝʪʩʷ ʧʘʢʝʪ ʦʪʚʝʪʘ, ʪʦ ʩʦʩʪʦʷʥʠʝ ʩʦʝʜʠʥʝʥʠʷ ʚ 

ʮʝʧʦʯʢʝ PREROUTING ʠʟʤʝʥʷʝʪʩʷ ʥʘ ESTABLISHED, ʠ ʪʘʢ ʜʘʣʝʝ. ɽʩʣʠ ʞʝ ʩʦʝʜʠʥʝʥʠʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ 

ʠʟʚʥʝ, ʪʦ ʩʦʩʪʦʷʥʠʝ NEW ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʧʝʨʚʦʤʫ ʧʘʢʝʪʫ ʠʟ ʧʦʪʦʢʘ ʚ ʮʝʧʦʯʢʝ PREROUTING. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʦʧʨʝʜʝʣʝʥʠʝ ʩʦʩʪʦʷʥʠʷ ʧʘʢʝʪʦʚ ʧʨʦʠʟʚʦʜʠʪʩʷ ʚ ʧʨʝʜʝʣʘʭ ʮʝʧʦʯʝʢ PREROUTING ʠ OUTPUT ʪʘʙʣʠʮʳ nat. 

ʂʨʠʪʝʨʠʡ ʆʧʠʩʘʥʠʝ 

--limit  ʂʨʠʪʝʨʠʡ ʦʧʨʝʜʝʣʷʝʪ ʩʦʩʪʦʷʥʠʝ: NEW, EASTABLISHED, RELATED 

ʠ INVALID. 

ʇʨʠʤʝʨ: 

-- state ESTABLISHED,RELATED  

ʉʆʉʊʆʗʅʀʗ. 

ʉʦʩʪʦʷʥʠʝ ʆʧʠʩʘʥʠʝ 

NEW ʇʨʠʟʥʘʢ NEW ʩʦʦʙʱʘʝʪ ʦ ʪʦʤ, ʯʪʦ ʧʘʢʝʪ ʷʚʣʷʝʪʩʷ ʧʝʨʚʳʤ ʜʣʷ 

ʜʘʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʵʪʦ ʧʝʨʚʳʡ ʧʘʢʝʪ ʚ ʜʘʥʥʦʤ 

ʩʦʝʜʠʥʝʥʠʠ, ʢʦʪʦʨʳʡ ʫʚʠʜʝʣ ʤʦʜʫʣʴ ʪʨʘʩʩʠʨʦʚʱʠʢʘ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ 

ʧʦʣʫʯʝʥ SYN ʧʘʢʝʪ, ʷʚʣʷʶʱʠʡʩʷ ʧʝʨʚʳʤ ʧʘʢʝʪʦʤ ʜʣʷ ʜʘʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ, 

ʪʦ ʦʥ ʧʦʣʫʯʠʪ ʩʪʘʪʫʩ NEW. ʆʜʥʘʢʦ ʧʘʢʝʪ ʤʦʞʝʪ ʠ ʥʝ ʙʳʪʴ SYN ʧʘʢʝʪʦʤ, ʠ 

ʪʝʤ ʥʝ ʤʝʥʝʝ ʧʦʣʫʯʠʪʴ ʩʪʘʪʫʩ NEW. 

ESTABLISHED  ʇʨʠʟʥʘʢ ESTABLISHED ʛʦʚʦʨʠʪ ʦ ʪʦʤ, ʯʪʦ ʧʘʢʝʪ ʧʨʠʥʘʜʣʝʞʠʪ ʫʞʝ 

ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʩʦʝʜʠʥʝʥʠʶ. 

RELATED  ʉʦʝʜʠʥʝʥʠʝ ʧʦʣʫʯʘʝʪ ʩʪʘʪʫʩ RELATED, ʝʩʣʠ ʦʥʦ ʩʚʷʟʘʥʦ ʩ ʜʨʫʛʠʤ 

ʩʦʝʜʠʥʝʥʠʝʤ, ʠʤʝʶʱʠʤ ʧʨʠʟʥʘʢ ESTABLISHED. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ 

ʩʦʝʜʠʥʝʥʠʝ ʧʦʣʫʯʘʝʪ ʧʨʠʟʥʘʢ RELATED ʪʦʛʜʘ, ʢʦʛʜʘ ʦʥʦ ʠʥʠʮʠʠʨʦʚʘʥʦ ʠʟ 

ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ, ʠʤʝʶʱʝʛʦ ʧʨʠʟʥʘʢ ESTABLISHED. 

ʍʦʨʦʰʠʤ ʧʨʠʤʝʨʦʤ ʩʦʝʜʠʥʝʥʠʷ, ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʨʘʩʩʤʘʪʨʠʚʘʪʴʩʷ ʢʘʢ 

RELATED, ʷʚʣʷʝʪʩʷ ʩʦʝʜʠʥʝʥʠʝ FTP-data, ʢʦʪʦʨʦʝ ʷʚʣʷʝʪʩʷ ʩʚʷʟʘʥʥʳʤ ʩ 

ʧʦʨʪʦʤ FTP control, ʘ ʪʘʢ ʞʝ DCC ʩʦʝʜʠʥʝʥʠʝ, ʟʘʧʫʱʝʥʥʦʝ ʠʟ IRC. ʆʙʨʘʪʠʪʝ 

ʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʧʨʦʪʦʢʦʣʦʚ TCP ʠ ʥʝʢʦʪʦʨʳʝ ʠʟ 

ʧʨʦʪʦʢʦʣʦʚ UDP ʚʝʩʴʤʘ ʩʣʦʞʥʳ ʠ ʧʝʨʝʜʘʶʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʝʜʠʥʝʥʠʠ 

ʯʝʨʝʟ ʦʙʣʘʩʪʴ ʜʘʥʥʳʭ TCP ʠʣʠ UDP ʧʘʢʝʪʦʚ ʠ ʧʦʵʪʦʤʫ ʪʨʝʙʫʶʪ ʥʘʣʠʯʠʷ 
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ʩʧʝʮʠʘʣʴʥʳʭ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʭ ʤʦʜʫʣʝʡ ʜʣʷ ʢʦʨʨʝʢʪʥʦʡ ʨʘʙʦʪʳ. 

INVALID  ʇʨʠʟʥʘʢ INVALID ʛʦʚʦʨʠʪ ʦ ʪʦʤ, ʯʪʦ ʧʘʢʝʪ ʥʝ ʤʦʞʝʪ ʙʳʪʴ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʠ ʧʦʵʪʦʤʫ ʥʝ ʤʦʞʝʪ ʠʤʝʪʴ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʪʘʪʫʩʘ. ʕʪʦ 

ʤʦʞʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʧʦ ʨʘʟʥʳʤ ʧʨʠʯʠʥʘʤ, ʥʘʧʨʠʤʝʨ ʧʨʠ ʥʝʭʚʘʪʢʝ ʧʘʤʷʪʠ 

ʠʣʠ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ICMP-ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʝ, ʢʦʪʦʨʦʝ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʢʘʢʦʤʫ-ʣʠʙʦ ʠʟʚʝʩʪʥʦʤʫ ʩʦʝʜʠʥʝʥʠʶ. 

ʂʨʠʪʝʨʠʡ state ʧʦʟʚʦʣʷʝʪ ʩʦʢʨʘʪʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʧʨʘʚʠʣ ʬʠʣʴʪʨʘʮʠʠ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʨʘʙʦʪʳ. 

ʆʙʳʯʥʦ ʩʘʤʳʤ ʧʝʨʚʳʤ ʚ ʮʝʧʦʯʢʘʭ INPUT ʠ FORWARD ʦʧʨʝʜʝʣʷʶʪ ʧʨʘʚʠʣʘ, ʟʘʧʨʝʱʘʶʱʠʝ ʧʨʠʸʤ ʧʘʢʝʪʦʚ ʩ 

ʩʦʩʪʦʷʥʠʝʤ INVALID: 

iptables - A INPUT - m state -- state INVALID - j DROP  

iptables - A FORWARD - m state -- state INVALID - j DROP  

ɿʘʪʝʤ ʦʧʨʝʜʝʣʷʶʪ ʧʨʘʚʠʣʘ, ʧʨʠʥʠʤʘʶʱʠʝ ʧʘʢʝʪʳ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ: 

iptables - A INPUT - m state -- state ESTABLISHED,RELATED - j ACCEPT  

iptables - A FORWARD - m state -- state ESTABLISHED,RELATED - j ACCEPT  

ʇʦʩʣʝ ʫʢʘʟʘʥʠʷ ʵʪʠʭ ʧʨʘʚʠʣ, ʜʦʩʪʘʪʦʯʥʦ ʨʘʟʨʝʰʠʪʴ ʚʳʭʦʜ ʚ Internet ʥʘ ʥʝʦʙʭʦʜʠʤʳʝ ʧʦʨʪʳ ʠʣʠ ʤʘʰʠʥʳ, 

ʥʘʧʨʠʤʝʨ: 

iptables - A FORWARD - p tcp -- dport 80 - j ACCEPT  

ʂʘʢ ʵʪʦ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ. ʇʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʥʘʤ ʥʝʦʙʭʦʜʠʤʦ ʠʟ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʧʨʦʧʫʩʢʘʪʴ ʧʘʢʝʪʳ ʚ 

ʠʥʪʝʨʥʝʪ ʥʘ 80 ʧʦʨʪ. ɼʣʷ ʵʪʦʛʦ ʥʘʤ ʧʨʠʜʝʪʩʷ ʥʘʧʠʩʘʪʴ ʢʘʢ ʤʠʥʠʤʫʤ ʪʨʠ ʧʨʘʚʠʣʘ ʚ ʮʝʧʦʯʢʝ INPUT. 

 

ʉʘʤʳʤʠ ʧʝʨʚʳʤʠ ʚ ʮʝʧʦʯʢʠ ʙʫʜʫʪ ʧʨʘʚʠʣʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʤʦʜʫʣʷ state. ʕʪʠ ʧʨʘʚʠʣʘ ʧʠʰʫʪʩʷ ʪʦʣʴʢʦ 

ʦʜʠʥ ʨʘʟ ʚ ʥʘʯʘʣʝ ʮʝʧʦʯʢʠ. 

iptables  - A FORWARD - m state  -- state  INVALID  - j  DROP 

iptables - A FORWARD - m state -- state ESTABLISHED,RELATED - j ACCE PT 

ɸ ʟʘʪʝʤ ʧʨʘʚʠʣʦ, ʷʚʥʳʤ ʦʙʨʘʟʦʤ ʨʘʟʨʝʰʘʶʱʝʝ ʭʦʞʜʝʥʠʝ ʠʟ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʥʘʨʫʞʫ. 

iptables - A FORWARD - p tcp -- dopt 80 - o eth1 - j ACCEPT  

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, ʯʪʦ ʠʩʭʦʜʷʱʠʡ ʠʥʪʝʨʬʝʡʩ ʙʳʣ ʫʢʘʟʘʥ ʷʚʥʳʤ ʦʙʨʘʟʦʤ (-o eth1). ɽʩʣʠ ʵʪʦʛʦ ʥʝ 

ʩʜʝʣʘʪʴ, ʪʦ ʵʪʦ ʧʨʘʚʠʣʦ ʩʤʦʞʝʪ ʧʨʦʧʫʩʢʘʪʴ ʧʘʢʝʪʳ ʠ ʥʘʨʫʞʥʦʡ ʩʝʪʠ ʚʦ ʚʥʫʪʨʝʥʥʶʶ, ʘ ʥʘʤ ʵʪʦʛʦ ʥʝ ʥʘʜʦ. 

ʊʝʧʝʨʴ ʨʘʩʩʤʦʪʨʠʤ, ʢʘʢ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʥʘʰ firewall. 

ʂʣʠʝʥʪʩʢʘʷ ʤʘʰʠʥʘ ʠʟ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʧʦʩʳʣʘʝʪ ʧʝʨʚʳʡ ʧʘʢʝʪ (ʟʘʧʨʦʩ ʥʘ ʩʦʝʜʠʥʝʥʠʝ) ʥʘ WEB ʙʨʘʫʟʝʨ. ʕʪʦ 

ʧʨʘʚʠʣʴʥʳʡ ʧʘʢʝʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʚʩʝʤ ʩʪʘʥʜʘʨʪʘʤ, ʧʦʵʪʦʤʫ ʧʝʨʚʦʝ ʧʨʘʚʠʣʦ (--state INVALID) ʥʝ 

ʩʨʘʙʘʪʳʚʘʝʪ. ʀʥʬʦʨʤʘʮʠʠ ʦʙ ʵʪʦʤ ʩʦʝʜʠʥʝʥʠʠ ʚ ʪʘʙʣʠʮʝ ʪʨʘʩʩʠʨʦʚʢʠ ʥʝʪ, ʧʦʵʪʦʤʫ ʚʪʦʨʦʝ ʧʨʘʚʠʣʦ (--state 

ESTABLISHED,RELATED) ʪʦʞʝ ʥʝ ʨʘʙʦʪʘʝʪ. ʇʘʢʝʪ ʜʦʭʦʜʠʪ ʜʦ ʪʨʝʪʴʝʛʦ ʧʨʘʚʠʣʘ. ʕʪʦ ʧʨʦʪʦʢʦʣ TCP? ɼʘ. ʅʘ 

80 ʧʦʨʪ? ɼʘ. ɺʳʭʦʜʥʦʡ ʠʥʪʝʨʬʝʡʩ eth1? ɼʘ. ʇʘʢʝʪ ʧʨʦʧʫʩʢʘʝʪʩʷ ʠ ʚ ʪʘʙʣʠʮʫ ʪʨʘʩʩʠʨʦʚʢʠ ʟʘʥʦʩʠʪʩʷ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʠʥʬʦʨʤʘʮʠʷ. 
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ʇʘʢʝʪ ʜʦʰʝʣ ʜʦ WEB ʩʝʨʚʝʨʘ. ʉʝʨʚʝʨ ʧʦʩʳʣʘʝʪ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ. ʕʪʦ ʧʘʢʝʪ ʧʨʘʚʠʣʴʥʳʡ? ɼʘ, ʧʦʵʪʦʤʫ ʧʝʨʚʦʝ 

ʧʨʘʚʠʣʦ ʥʝ ʨʘʙʦʪʘʝʪ. ʀʥʬʦʨʤʘʮʠʷ ʦʙ ʵʪʦʤ ʩʦʝʜʠʥʝʥʠʠ (IP:ʧʦʨʪ -> IP:ʧʦʨʪ) ʝʩʪʴ ʚ ʪʘʙʣʠʮʝ ʪʨʘʩʩʠʨʦʚʢʠ? 

ɼʘ, ʝʩʪʴ. ʉʨʘʙʘʪʳʚʘʝʪ ʚʪʦʨʦʝ ʧʨʘʚʠʣʦ ʧʦ ʩʦʩʪʦʷʥʠʶ ESTABLISHED (ʧʘʢʝʪ ʧʨʠʥʘʜʣʝʞʠʪ ʫʞʝ 

ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʩʦʝʜʠʥʝʥʠʶ) ʠ ʧʘʢʝʪ ʧʨʦʧʫʩʢʘʝʪʩʷ. 

 

ʂʣʠʝʥʪ ʧʦʩʳʣʘʝʪ ʧʘʢʝʪ ʦʙʨʘʪʥʦ ʥʘ WEB ʩʝʨʚʝʨ. ʕʪʦ ʧʘʢʝʪ ʧʨʘʚʠʣʴʥʳʡ? ɼʘ, ʧʦʵʪʦʤʫ ʧʝʨʚʦʝ ʧʨʘʚʠʣʦ ʥʝ 

ʨʘʙʦʪʘʝʪ. ʀʥʬʦʨʤʘʮʠʷ ʦʙ ʵʪʦʤ ʩʦʝʜʠʥʝʥʠʠ (IP:ʧʦʨʪ -> IP:ʧʦʨʪ) ʝʩʪʴ ʚ ʪʘʙʣʠʮʝ ʪʨʘʩʩʠʨʦʚʢʠ? ɼʘ, ʝʩʪʴ. 

ʉʨʘʙʘʪʳʚʘʝʪ ʚʪʦʨʦʝ ʧʨʘʚʠʣʦ ʧʦ ʩʦʩʪʦʷʥʠʶ ESTABLISHED (ʧʘʢʝʪ ʧʨʠʥʘʜʣʝʞʠʪ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ 

ʩʦʝʜʠʥʝʥʠʶ) ʠ ʧʘʢʝʪ ʧʨʦʧʫʩʢʘʝʪʩʷ. 

 

ɺ ʜʘʣʴʥʝʡʰʝʤ ʚʩʝ ʧʘʢʝʪʳ ʵʪʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʙʫʜʫʪ ʧʨʦʧʫʩʢʘʪʴʩʷ ʧʦ ʚʪʦʨʦʤʫ ʧʨʘʚʠʣʫ (--state 

ESTABLISHED,RELATED). 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʜʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ firewall ʚʘʤ ʧʦʪʨʝʙʫʝʪʩʷ ʜʦʧʠʩʳʚʘʪʴ ʧʨʘʚʠʣʘ, ʧʨʦʧʫʩʢʘʶʱʠʝ ʧʘʢʝʪ 

ʪʦʣʴʢʦ ʚ ʦʜʥʫ ʩʪʦʨʦʥʫ. ʕʪʦ ʧʨʘʚʠʣʦ ʩʨʘʙʦʪʘʝʪ ʦʜʠʥ ʨʘʟ, ʚʩʝ ʦʩʪʘʣʴʥʳʝ ʧʘʢʝʪʳ ʵʪʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʙʫʜʫʪ 

ʧʨʦʧʫʩʢʘʪʴʩʷ ʚʪʦʨʳʤ ʧʨʘʚʠʣʦʤ ʧʦ ʩʦʩʪʦʷʥʠʶ ESTABLISHED. 

ʅʘʧʨʠʤʝʨ, ʜʣʷ ʨʘʟʨʝʰʝʥʠʷ ʧʦʜʢʣʶʯʝʥʠʷ ʧʦ ssh ʥʘ ʚʘʰʫ ʤʘʰʠʥʫ, ʜʦʩʪʘʪʦʯʥʦ ʙʫʜʝʪ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʦ 

ʨʘʟʨʝʰʘʶʱʝʝ ʪʘʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ. ʕʪʦ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʪʘʢ: 

iptables - A INPUT - p tcp -- dopt 22 - j ACCEPT  

ɺʩʝ ʦʩʪʘʣʴʥʳʝ ʧʘʢʝʪʳ ʵʪʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʙʫʜʫʪ ʧʨʦʭʦʜʠʪʴ ʧʦ ʧʨʘʚʠʣʫ, ʢʦʪʦʨʦʝ ʚʳ ʥʘʧʠʰʠʪʝ ʚ ʥʘʯʘʣʝ 

ʮʝʧʦʯʢʠ INPUT: 

iptables - A INPUT - m state -- state ESTABLISHED,RELATED - j ACCEPT  

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʩʢʨʠʧʪ, ʢʦʪʦʨʳʡ ʤʳ ʧʦ ʙʳʩʪʨʦʤʫ ʥʘʧʠʩʘʣʠ ʚ ʩʘʤʦʤ ʥʘʯʘʣʝ. ʇʨʠʩʤʦʪʨʠʪʝʩʴ 

ʚʥʠʤʘʪʝʣʴʥʦ ʢ  ʵʪʠʤ ʩʪʨʦʢʘʤ: 

# STATE RULES ====== 

$IPT  - A INPUT - m state  -- state  INVALID  - j  DROP 
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$IPT - A FORWARD - m state -- state INVALID - j DROP  

$IPT - A INPUT - m state ïstate ESTABLISHED,RELATED - j ACCEPT  

$IPT - A FORWARD - m state ïstate ESTABLISHED,RELATED - j ACCEPT  

ɺʤʝʩʪʦ $IPT, ʧʦʜʩʪʘʚʣʷʝʪʩʷ ʧʨʦʛʨʘʤʤʘ iptables. ʏʪʦ ʤʳ ʩʜʝʣʘʣʠ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ? ʄʳ ʜʦʙʘʚʠʣʠ ʧʦ ʜʚʘ 

ʧʨʘʚʠʣʘ ʚ ʮʝʧʦʯʢʠ INPUT ʠ FORWARD, ʨʘʙʦʪʘʶʱʠʝ ʩ ʪʨʘʩʩʠʨʦʚʢʦʡ ʧʘʢʝʪʦʚ. ɺ ʜʘʣʴʥʝʡʰʝʤ, ʚ ʵʪʦʤ ʬʘʡʣʝ 

ʤʦʞʥʦ ʧʨʦʩʪʦ ʨʘʟʨʝʰʘʪʴ ʭʦʞʜʝʥʠʝ ʧʘʢʝʪʦʚ ʪʦʣʴʢʦ ʚ ʦʜʥʫ ʩʪʦʨʦʥʫ.  

ʗɺʅʓɽ ʂʈʀʊɽʈʀʀ. ʂʈʀʊɽʈʀʁ RECENT. 

ʂʘʢ ʷ ʫʞʝ ʧʦʢʘʟʘʣ ʚ ʧʨʝʜʳʜʫʱʝʤ ʨʘʟʜʝʣʝ, ʜʣʷ ʨʘʟʨʝʰʝʥʠʷ ʧʦʜʢʣʶʯʝʥʠʷ ʧʦ ssh ʤʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʧʨʘʚʠʣʦʤ: 

iptables - A INP UT - p tcp -- dopt 22 - j ACCEPT  

ʕʪʦ ʧʨʘʚʠʣʦ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ, ʚʳ ʩʤʦʞʝʪʝ ʧʦʜʢʣʶʯʘʪʴʩʷ ʧʦ ssh. ʅʦ! ʕʪʦ ʧʨʘʚʠʣʦ ʧʦʟʚʦʣʷʝʪ ʙʨʘʪʴʷʤ ʢʠʪʘʡʮʘʤ 

ʩʚʦʙʦʜʥʦ ʧʦʜʙʠʨʘʪʴ ʧʘʨʦʣʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦ ssh. ʈʘʜʠ ʠʥʪʝʨʝʩʘ ʧʦʧʨʦʙʫʡʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʤʝʥʥʦ ʵʪʦ 

ʧʨʘʚʠʣʦ ʠ ʧʦʩʤʦʪʨʠʪʝ ʬʘʡʣʳ ʞʫʨʥʘʣʴʥʦʡ ʨʝʛʠʩʪʨʘʮʠʠ. ɺʳ ʫʜʠʚʠʪʝʩʴ, ʢʘʢ ʤʥʦʛʦ ʢʠʪʘʡʮʝʚ ʝʩʪʴ ʥʘ ʩʚʝʪʝ. ɺ 

ʩʨʝʜʥʝʤ, ʚ ʜʝʥʴ ʫ ʚʘʩ ʙʫʜʝʪ ʪʨʘʪʠʪʴʩʷ ʦʢʦʣʦ 4-5 ʄʙʘʡʪ ʪʨʘʬʠʢʘ ʪʦʣʴʢʦ ʥʘ ʧʦʧʳʪʢʠ ʧʦʜʙʦʨʘ ʧʘʨʦʣʷ! 

ʗ ʙʳ ʨʝʢʦʤʝʥʜʦʚʘʣ ʦʛʨʘʥʠʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʢʣʶʯʝʥʠʡ ʥʘ 22 ʧʦʨʪ. ɺʝʜʴ ʩ ʪʦʡ ʩʪʦʨʦʥʳ ʨʘʙʦʪʘʶʪ 

ʧʨʦʛʨʘʤʤʳ (ʨʦʙʦʪʳ). ʇʨʦʛʨʘʤʤʳ, ʩ ʟʘʜʝʨʞʢʦʡ ʚ 2-3 ʩʝʢʫʥʜʳ, ʦʪʢʨʳʚʘʶʪ ʥʦʚʦʝ ʩʦʝʜʠʥʝʥʠʝ ʠ ʧʳʪʘʶʪʩʷ 

ʧʦʜʦʙʨʘʪʴ ʧʘʨʦʣʴ. ɼʦʩʪʘʪʦʯʥʦ ʨʘʟʨʝʰʠʪʴ ʦʜʥʦ ʩʦʝʜʠʥʝʥʠʝ ʚ ʪʝʯʝʥʠʠ 10-20 ʩʝʢʫʥʜ ʠ ʨʦʙʦʪ ʦʪʚʘʣʠʪʩʷ ʩʘʤ. 

ɼʣʷ ʵʪʠʭ ʮʝʣʝʡ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʦʜʫʣʴ limit, ʢʦʪʦʨʳʡ ʦʛʨʘʥʠʯʠʚʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʩʨʘʙʘʪʳʚʘʥʠʡ ʧʨʘʚʠʣʘ. 

ʅʦ, ʩʦʞʘʣʝʥʠʶ, ʦʥ ʥʝ ʫʯʠʪʳʚʘʝʪ IP ʦʪʢʫʜʘ ʧʨʠʰʝʣ ʧʘʢʝʪ. ʇʦʵʪʦʤʫ ʚʳ ʚʩʪʘʥʝʪʝ ʚ ʦʙʱʫʶ ʦʯʝʨʝʜʴ ʩ 

ʢʠʪʘʡʮʘʤʠ ʥʘ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ssh ʠ ʜʦʩʪʘʪʦʯʥʦ ʜʦʣʛʦ ʥʝ ʩʤʦʞʝʪʝ ʧʦʜʢʣʶʯʠʪʩʷ ʢ ʩʚʦʝʤʫ ʞʝ ʩʝʨʚʝʨʫ. 

ɼʣʷ ʦʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ ʩ ʫʯʝʪʦʤ IP ʘʜʨʝʩʦʚ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʦʜʫʣʴ recent. ʄʦʜʫʣʴ ʧʦʟʚʦʣʷʝʪ 

ʩʦʟʜʘʚʘʪʴ ʜʠʥʘʤʠʯʝʩʢʠʡ ʩʧʠʩʦʢ IP ʘʜʨʝʩʦʚ ʠ ʝʩʣʠ IP ʧʨʠʩʫʪʩʪʚʫʝʪ ʚ ʩʧʠʩʢʝ, ʜʝʣʘʪʴ ʢʘʢʠʝ ʣʠʙʦ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʜʝʡʩʪʚʠʷ ʩ ʧʘʢʝʪʘʤʠ. 

ʆʩʥʦʚʥʳʝ ʢʨʠʪʝʨʠʠ ʤʦʜʫʣʷ recent: 

ʂʨʠʪʝʨʠʡ ʆʧʠʩʘʥʠʝ 

--name ʇʨʠʩʚʘʠʚʘʝʪ ʠʣʠ ʦʧʨʝʜʝʣʷʝʪ ʠʤʷ ʩʧʠʩʢʫ IP ʘʜʨʝʩʦʚ. ʄʦʞʥʦ ʜʝʣʘʪʴ 

ʥʝʩʢʦʣʴʢʦ ʨʘʟʥʳʭ ʩʧʠʩʢʦʚ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʚ ʨʘʟʣʠʯʥʳʭ ʧʨʘʚʠʣʘʭ ʠ 

ʩʠʪʫʘʮʠʷʭ. 

-- name ssh  

--set ɼʦʙʘʚʣʷʝʪ IP ʠʩʪʦʯʥʠʢʘ ʚ ʩʧʠʩʦʢ. 

--rcheck ʇʨʦʚʝʨʷʝʪ, ʝʩʪʴ ʣʠ ʫʢʘʟʘʥʥʳʡ IP ʘʜʨʝʩ ʚ ʩʧʠʩʢʝ. ɽʩʣʠ ʝʩʪʴ ð 

ʚʦʟʚʨʘʱʘʝʪ ʠʩʪʠʥʫ. ɽʩʣʠ ʥʝʪ ð ʣʦʞʴ. 

--update ʊʦʞʝ ʩʘʤʦʝ ʯʪʦ ʠ --rcheck, ʥʦ ʧʦʧʫʪʥʦ ʦʙʥʦʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʚ 

ʩʧʠʩʢʝ. 

--remove ɽʩʣʠ IP ʘʜʨʝʩ ʝʩʪʴ ʚ ʩʧʠʩʢʝ, ʫʜʘʣʷʝʪ ʝʛʦ ʦʪʪʫʜʘ. 

--seconds ɽʩʣʠ IP ʘʜʨʝʩ ʥʘʭʦʜʠʪʩʷ ʚ ʩʧʠʩʢʝ, ʠ ʝʱʝ ʥʝ ʧʨʦʰʣʦ ʫʢʘʟʘʥʥʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʩʝʢʫʥʜ, ʚʦʟʚʨʘʱʘʝʪ ʠʩʪʠʥʫ. 

ʕʪʦʪ ʧʘʨʘʤʝʪʨ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʚʤʝʩʪʥʦ ʩ --rcheck ʠ --update. 

-- seconds 20  

ʅʘʧʨʠʤʝʨ, ʜʣʷ ʦʛʨʘʥʠʯʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʩʦʝʜʠʥʝʥʠʡ ʥʘ 22 ʧʦʨʪ, ʤʳ ʤʦʞʝʤ ʥʘʧʠʩʘʪʴ ʩʣʝʜʫʶʱʠʝ ʜʚʘ ʧʨʘʚʠʣʘ: 

iptables - A INPUT  - p tcp - m state -- state NEW -- dport 22 \  

- m recent -- name ssh -- update -- seconds 20 - j DROP  
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iptables - A INPUT - p tcp - m state -- state NEW -- dport 22 \  

- m recent -- name ssh -- set - j ACCEPT  

ʇʝʨʚʦʝ ʧʨʘʚʠʣʦ ʧʨʦʚʝʨʷʝʪ, ʝʩʪʴ ʣʠ ʚ ʩʧʠʩʢʝ ʩ ʠʤʝʥʝʤ ssh  

(--name ssh --update) IP ʘʜʨʝʩ ʩ ʢʦʪʦʨʦʛʦ ʧʨʠʰʝʣ ʢ ʥʘʤ ʧʘʢʝʪ, ʠ ʥʝ ʧʨʦʰʣʦ ʣʠ ʩ ʤʦʤʝʥʪʘ ʧʦʧʘʜʘʥʠʷ ʝʛʦ ʚ 

ʩʧʠʩʦʢ 20 ʩʝʢʫʥʜ (--seconds 20). ɽʩʣʠ IP ʝʩʪʴ ʚ ʩʧʠʩʢʝ ʠ ʥʝ ʧʨʦʰʣʦ 20 ʩʝʢʫʥʜ, ʪʦʛʜʘ ʧʘʢʝʪ ʥʝ ʧʨʦʧʫʩʢʘʝʪʩʷ (-j 

DROP). ɽʩʣʠ ʥʝʪ ʚ ʩʧʠʩʢʝ ʠʣʠ ʫʞʝ ʧʨʦʰʣʦ 20 ʩʝʢʫʥʜ, ʧʨʘʚʠʣʦ ʥʝ ʩʨʘʙʘʪʳʚʘʝʪ, ʩʤʦʪʨʠʤ ʩʣʝʜʫʶʱʝʝ ʧʨʘʚʠʣʦ. 

ɺʪʦʨʦʝ ʧʨʘʚʠʣʦ ʟʘʥʦʩʠʪ IP ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʚ ʩʧʠʩʦʢ ʩ ʠʤʝʥʝʤ ssh (--name ssh --set) ʠ ʧʘʢʝʪ ʧʨʦʧʫʩʢʘʝʪʩʷ (-j 

ACCEPT). 

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, ʯʪʦ ʵʪʠ ʧʨʘʚʠʣʘ ʦʙʨʘʙʘʪʳʚʘʶʪ ʪʦʣʴʢʦ ʧʝʨʚʳʝ ʧʘʢʝʪʳ ʚ ʩʦʝʜʠʥʝʥʠʠ (--state NEW). 

ʀ ʥʘ ʦʩʪʘʣʴʥʳʝ ʧʘʢʝʪʳ ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ. ɼʘ ʠ ʥʝ ʩʤʦʛʣʠ ʙʳ, ʧʦʪʦʤʫ ʯʪʦ ʚʩʝ ʦʩʪʘʣʴʥʳʝ ʧʘʢʝʪʳ ʧʨʦʭʦʜʷʪ 

ʧʦ --state ESTABLISHED, ʦʧʠʩʘʥʥʦʤ ʚ ʧʝʨʚʳʭ ʧʨʘʚʠʣʘʭ ʚ ʮʝʧʦʯʢʝ INPUT. 

ɼɽʁʉʊɺʀʗ ʀ ʇɽʈɽʍʆɼʓ. 

ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʢʨʠʪʝʨʠʝʚ ʦʪʙʦʨʘ ʧʘʢʝʪʦʚ, ʦʙʳʯʥʦ ʫʢʘʟʳʚʘʝʪʩʷ, ʯʪʦ ʩʜʝʣʘʪʴ ʩ ʦʪʦʙʨʘʥʥʳʤ ʧʘʢʝʪʦʤ. ɼʣʷ 

ʵʪʦʛʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʘʨʘʤʝʪʨ -j ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʜʝʡʩʪʚʠʝ. ʊʘʢ ʞʝ, ʚ ʢʘʯʝʩʪʚʝ ʘʨʛʫʤʝʥʪʘ ʧʘʨʘʤʝʪʨʫ ʤʦʞʥʦ 

ʫʢʘʟʘʪʴ ʠʤʷ ʮʝʧʦʯʢʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɼʝʡʩʪʚʠʝ ð ʵʪʦ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʘʷ ʢʦʤʘʥʜʘ, ʦʧʠʩʳʚʘʶʱʘʷ ʜʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ, ʝʩʣʠ 

ʧʘʢʝʪ ʩʦʚʧʘʣ ʩ ʟʘʜʘʥʥʳʤʠ ʢʨʠʪʝʨʠʷʤʠ ʦʪʙʦʨʘ. ʅʘʧʨʠʤʝʨ, ʤʦʞʥʦ ʧʨʠʤʝʥʠʪʴ ʜʝʡʩʪʚʠʝ DROP ʠʣʠ ACCEPT. 

ʉʫʱʝʩʪʚʫʶʪ ʠ ʜʨʫʛʠʝ ʪʠʧʳ ʜʝʡʩʪʚʠʡ, ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʠʭ ʙʫʜʫʪ ʨʘʩʩʤʦʪʨʝʥʳ ʥʠʞʝ. 

ɼɽʁʉʊɺʀɽ ACCEPT. 

ɽʩʣʠ ʚʳʧʦʣʥʷʝʪʩʷ ʜʝʡʩʪʚʠʝ ACCEPT, ʪʦ ʧʘʢʝʪ ʧʨʝʢʨʘʱʘʝʪ ʜʚʠʞʝʥʠʝ ʧʦ ʮʝʧʦʯʢʝ ʠ ʚʩʝʤ ʚʳʟʚʘʚʰʠʤ ʝʸ 

ʮʝʧʦʯʢʘʤ (ʝʩʣʠ ʪʝʢʫʱʘʷ ʮʝʧʦʯʢʘ ʙʳʣʘ ʚʣʦʞʝʥʥʦʡ) ʠ ʩʯʠʪʘʝʪʩʷ ʧʨʠʥʷʪʳʤ. 

ʅʦ, ʦʯʝʥʴ ʚʘʞʥʦ ʧʦʥʠʤʘʪʴ, ʯʪʦ ʧʘʢʝʪ ʧʨʦʧʫʩʢʘʝʪʩʷ ʪʦʣʴʢʦ ʚ ʪʝʢʫʱʝʡ ʮʝʧʦʯʢʝ. ʀ ʝʩʣʠ ʦʥ ʧʦʧʘʜʘʝʪ ʚ ʜʨʫʛʫʶ 

ʮʝʧʦʯʢʫ, ʪʦ ʚ ʥʝʡ ʝʛʦ ʤʦʛʫʪ ʠ ʥʝ ʧʨʦʧʫʩʪʠʪʴ. ʊ.ʝ. ACCEPT ʥʝ ʜʘʸʪ 100%-ʡ ʛʘʨʘʥʪʠʠ ʥʘ ʧʨʦʭʦʞʜʝʥʠʷ ʧʘʢʝʪʘ 

ʯʝʨʝʟ ʚʘʰ firewall. 

ɼɽʁʉʊɺʀɽ DROP. 

ɼʝʡʩʪʚʠʝ ʧʨʦʩʪʦ ʩʙʨʘʩʳʚʘʝʪ ʧʘʢʝʪ ʠ netfilter ʟʘʙʳʚʘʝʪ ʦ ʝʛʦ ʩʫʱʝʩʪʚʦʚʘʥʠʠ. ʉʙʨʦʰʝʥʥʳʝ ʧʘʢʝʪʳ 

ʧʨʝʢʨʘʱʘʶʪ ʩʚʦʝ ʜʚʠʞʝʥʠʝ ʧʦʣʥʦʩʪʴʶ, ʪ.ʝ. ʦʥʠ ʥʝ ʧʝʨʝʜʘʶʪʩʷ ʚ ʜʨʫʛʠʝ ʪʘʙʣʠʮʳ, ʢʘʢ ʵʪʦ ʧʨʦʠʩʭʦʜʠʪ ʚ 

ʩʣʫʯʘʝ ʩ ʜʝʡʩʪʚʠʝʤ ACCEPT. 

ʉʣʝʜʫʝʪ ʧʦʤʥʠʪʴ, ʯʪʦ ʜʘʥʥʦʝ ʜʝʡʩʪʚʠʝ ʤʦʞʝʪ ʠʤʝʪʴ ʥʝʛʘʪʠʚʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ, ʧʦʩʢʦʣʴʢʫ ʤʦʞʝʪ ʦʩʪʘʚʣʷʪʴ 

ʥʝʟʘʢʨʳʪʳʝ ʤʝʨʪʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʢʘʢ ʥʘ ʩʪʦʨʦʥʝ ʩʝʨʚʝʨʘ, ʪʘʢ ʠ ʥʘ ʩʪʦʨʦʥʝ ʢʣʠʝʥʪʘ. ʇʦʵʪʦʤʫ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ 

ʚʳ ʠʟʤʝʥʷʝʪʝ ʧʨʘʚʠʣʘ firewall ʜʠʥʘʤʠʯʝʩʢʠ (ʥʘ ʣʝʪʫ), ʠʩʧʦʣʴʟʦʚʘʪʴ DROP ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ. ʀʩʧʦʣʴʟʫʡʪʝ 

ʜʝʡʩʪʚʠʷ REJECT. 

ɼɽʁʉʊɺʀɽ REJECT. 

REJECT ʠʩʧʦʣʴʟʫʝʪʩʷ, ʢʘʢ ʧʨʘʚʠʣʦ, ʚ ʪʝʭ ʞʝ ʩʘʤʳʭ ʩʠʪʫʘʮʠʷʭ, ʯʪʦ ʠ DROP, ʥʦ ʚ ʦʪʣʠʯʠʝ ʦʪ DROP, 

ʚʦʟʚʨʘʱʘʝʪ icmp ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ ʥʘ ʭʦʩʪ, ʧʝʨʝʜʘʚʰʠʡ ʧʘʢʝʪ. 

ɼʝʡʩʪʚʠʝ REJECT ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʮʝʧʦʯʢʘʭ INPUT, FORWARD ʠ OUTPUT (ʠ ʚʦ ʚʣʦʞʝʥʥʳʭ 

ʚ ʥʠʭ ʮʝʧʦʯʢʘʭ). 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

--reject-with ʋʢʘʟʳʚʘʝʪ, ʢʘʢʦʝ ʩʦʦʙʱʝʥʠʝ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʜʘʪʴ ʚ ʦʪʚʝʪ, ʝʩʣʠ ʧʘʢʝʪ 

ʩʦʚʧʘʣ ʩ ʟʘʜʘʥʥʳʤ ʢʨʠʪʝʨʠʝʤ. ʇʨʠ ʧʨʠʤʝʥʝʥʠʠ ʜʝʡʩʪʚʠʷ REJECT ʢ ʧʘʢʝʪʫ, 

ʩʥʘʯʘʣʘ ʥʘ ʭʦʩʪ ʦʪʧʨʘʚʠʪʝʣʷ ʙʫʜʝʪ ʦʪʦʩʣʘʥ ʫʢʘʟʘʥʥʳʡ ʦʪʚʝʪ, ʘ ʟʘʪʝʤ ʧʘʢʝʪ ʙʫʜʝʪ 

ʩʙʨʦʰʝʥ. ɼʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʦʪʚʝʪʦʚ: icmp-net-

unreachable, icmp-host-unreachable, icmp-port-unreachable, icmp-proto-unreachable, 
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icmp-net-prohibited ʠ icmp-host-prohibited. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʝʨʝʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ 

port-unreachable. 

ɽʱʸ ʦʜʠʥ ʪʠʧ ʦʪʚʝʪʘ --tcp-reset, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʜʣʷ 

ʧʨʦʪʦʢʦʣʘ TCP. ɽʩʣʠ ʫʢʘʟʘʥʦ ʟʥʘʯʝʥʠʝ --tcp-reset, ʪʦ ʜʝʡʩʪʚʠʝ REJECT ʧʝʨʝʜʘʩʪ ʚ 

ʦʪʚʝʪ ʧʘʢʝʪ TCP RST. ʇʘʢʝʪʳ TCP RST ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʟʘʢʨʳʪʠʷ TCP 

ʩʦʝʜʠʥʝʥʠʡ. 

ʇʨʠʤʝʨ: 

- j  REJECT -- reject - with  icmp - host - unreachable  

ɼɽʁʉʊɺʀɽ RETURN. 

ɼʝʡʩʪʚʠʝ RETURN ʧʨʝʢʨʘʱʘʝʪ ʜʚʠʞʝʥʠʝ ʧʘʢʝʪʘ ʧʦ ʪʝʢʫʱʝʡ ʮʝʧʦʯʢʝ ʧʨʘʚʠʣ ʠ ʧʨʦʠʟʚʦʜʠʪ ʚʦʟʚʨʘʪ ʚ 

ʚʳʟʳʚʘʶʱʫʶ ʮʝʧʦʯʢʫ, ʝʩʣʠ ʪʝʢʫʱʘʷ ʮʝʧʦʯʢʘ ʙʳʣʘ ʚʣʦʞʝʥʥʦʡ, ʠʣʠ, ʝʩʣʠ ʪʝʢʫʱʘʷ ʮʝʧʦʯʢʘ ʣʝʞʠʪ ʥʘ ʩʘʤʦʤ 

ʚʝʨʭʥʝʤ ʫʨʦʚʥʝ (ʥʘʧʨʠʤʝʨ, INPUT), ʪʦ ʢ ʧʘʢʝʪʫ ʙʫʜʝʪ ʧʨʠʤʝʥʝʥʘ ʧʦʣʠʪʠʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ɼɽʁʉʊɺʀɽ LOG. 

ɼʝʡʩʪʚʠʝ LOG ʧʝʨʝʜʘʸʪ ʢʦʧʠʶ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ ʚ ʩʠʩʪʝʤʫ ʞʫʨʥʘʣʴʥʦʡ ʨʝʛʠʩʪʨʘʮʠʠ. 

ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʜʘʚʘʪʴ ʢʦʧʠʶ ʩʦʜʝʨʞʠʤʦʛʦ ʧʘʢʝʪʘ ð ʧʦʣʴʟʫʡʪʝʩʴ ʜʝʡʩʪʚʠʝʤ ULOG. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʜʝʡʩʪʚʠʷ LOG ʥʘʩʪʦʷʪʝʣʴʥʦ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʢʣʶʯʘʪʴ ʢʨʠʪʝʨʠʡ limit ʜʣʷ ʦʛʨʘʥʠʯʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ, ʧʦʧʘʜʘʶʱʝʡ ʚ ʩʠʩʪʝʤʫ ʞʫʨʥʘʣʴʥʦʡ ʨʝʛʠʩʪʨʘʮʠʠ. 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

--log-level ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʜʘʥʠʷ ʫʨʦʚʥʷ ʚʘʞʥʦʩʪʠ ʧʝʨʝʜʘʚʘʝʤʦʛʦ ʩʦʦʙʱʝʥʠʷ. 

ɺʩʝ ʩʦʦʙʱʝʥʠʷ ʧʝʨʝʜʘʶʪʩʷ ʩʨʝʜʩʪʚʦʤ kernel. 

ʇʨʠʤʝʨ: 

- j  LOG -- log - level  debug  

--log-prefix  ʇʘʨʘʤʝʪʨ ʟʘʜʘʝʪ ʪʝʢʩʪ, ʩ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʥʘʯʠʥʘʪʴʩʷ ʩʦʦʙʱʝʥʠʝ, 

ʧʝʨʝʜʘʚʘʝʤʦʝ ʚ ʩʠʩʪʝʤʫ ʞʫʨʥʘʣʴʥʦʡ ʨʝʛʠʩʪʨʘʮʠʠ. ʉʦʦʙʱʝʥʠʷ ʩʦ ʩʧʝʮʠʬʠʯʥʳʤ 

ʧʨʝʬʠʢʩʦʤ ʟʘʪʝʤ ʣʝʛʢʦ ʤʦʞʥʦ ʥʘʡʪʠ, ʢ ʧʨʠʤʝʨʫ, ʩ ʧʦʤʦʱʴʶ grep. ʇʨʝʬʠʢʩ 

ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʜʦ 29 ʩʠʤʚʦʣʦʚ, ʚʢʣʶʯʘʷ ʠ ʧʨʦʙʝʣʳ. 

ʇʨʠʤʝʨ: 

- j  LOG -- log - prefix  " Alert : "  

ʅʘʧʨʠʤʝʨ, ʥʘʤ ʧʦʪʨʝʙʫʝʪʩʷ ʧʦʩʳʣʘʪʴ ʚ ʩʠʩʪʝʤʫ ʞʫʨʥʘʣʴʥʦʡ ʨʝʛʠʩʪʨʘʮʠʠ ʢʦʧʠʶ ʟʘʛʦʣʦʚʢʦʚ ʧʘʢʝʪʦʚ, ʧʨʠ 

ʧʦʧʳʪʢʝ ʩʢʘʥʠʨʦʚʘʥʠʷ ʧʦʨʪʦʚ ʥʘ ʥʘʰʝʡ ʤʘʰʠʥʝ. ʇʨʠʯʝʤ, ʝʩʣʠ ʩʢʘʥʝʨ ʧʦʨʪʦʚ ʧʨʠʩʳʣʘʝʪ ʥʦʚʳʡ TCP, ʥʦ ʵʪʦ 

ʥʝ ʟʘʧʨʦʩ ʥʘ ʩʦʝʜʠʥʝʥʠʝ. ʇʨʠ ʵʪʦʤ ʥʘʩ ʠʥʪʝʨʝʩʫʝʪ ʩʘʤ ʬʘʢʪ ʪʘʢʦʡ ʧʦʧʳʪʢʠ, ʘ ʥʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʧʳʪʦʢ. 

iptables - A INPUT - p tcp -- tcp - flags ALL NONE - m limit \  

-- limit 1/m -- limit - burst 1 - j LOG \  

-- log - prefix "Scan: " -- log - level info  

ʈʘʩʩʤʦʪʨʠʤ, ʧʨʠʚʝʜʝʥʥʦʝ ʚʳʰʝ ʧʨʘʚʠʣʦ. ʅʘʩ ʠʥʪʝʨʝʩʫʶʪ ʧʘʢʝʪʳ TCP, ʚ ʟʘʛʦʣʦʚʢʝ ʢʦʪʦʨʳʭ ʚʩʝ ʬʣʘʛʠ ʨʘʚʥʳ 

ʥʫʣʶ (-p tcp --tcp-flags ALL NONE). 

ʇʦʩʢʦʣʴʢʫ ʤʳ ʟʘʨʘʥʝʝ ʥʝ ʟʥʘʝʤ, ʢʘʢ ʯʘʩʪʦ ʪʘʢʠʝ ʧʘʢʝʪʳ ʙʫʜʫʪ ʧʨʠʭʦʜʠʪʴ ʥʘ ʥʘʰʫ ʤʘʰʠʥʫ, ʦʛʨʘʥʠʯʠʤʩʷ 

ʦʜʥʠʤ ʧʘʢʝʪʦʤ ʚ ʤʠʥʫʪʫ. ɼʣʷ ʪʘʢʦʛʦ ʦʛʨʘʥʠʯʝʥʠʷ ʠʩʧʦʣʴʟʫʝʤ ʤʦʜʫʣʴ limit (-m limit --limit 1/m --limit-burst 1). 

ʉʢʘʞʝʤ, ʯʪʦ ʩʪʨʦʢʘ ʜʦʣʞʥʘ ʥʘʯʠʥʘʪʴʩʷ ʩʦ Scan (--log-prefix ñScan: ñ). ʀ ʧʦʩʳʣʘʪʴʩʷ ʥʘ ʫʨʦʚʥʝ ʚʘʞʥʦʩʪʠ info 

(--log-level info). 
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ʆʯʝʥʴ ʚʘʞʥʦ ʟʘʧʦʤʥʠʪʴ, ʯʪʦ ʝʩʣʠ ʩʨʘʙʘʪʳʚʘʝʪ LOG, ʧʘʢʝʪ ʚʩʝ ʨʘʚʥʦ ʧʨʦʜʦʣʞʘʝʪ ʩʚʦʝ ʧʨʦʜʚʠʞʝʥʠʝ ʧʦ 

ʮʝʧʦʯʢʝ! 

NAT ʇʈɽʆɹʈɸɿʆɺɸʅʀʗ. 

NAT ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʧʦʟʚʦʣʷʶʪ ʟʘʤʝʥʠʪʴ ʚ ʟʘʛʦʣʦʚʢʘʭ ʧʘʢʝʪʦʚ IP ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʠʣʠ ʥʘʟʥʘʯʝʥʠʷ, ʘ ʪʘʢʞʝ 

ʧʦʨʪ ʠʩʪʦʯʥʠʢʘ ʠʣʠ ʥʘʟʥʘʯʝʥʠʷ. ɺ netfilter ʩʫʱʝʩʪʚʫʶʪ ʜʚʘ ʦʩʥʦʚʥʳʭ ʜʝʡʩʪʚʠʷ, ʧʦʟʚʦʣʷʶʱʠʝ ʦʩʫʱʝʩʪʚʠʪʴ 

NAT ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ: 

SNAT ð ʟʘʤʝʥʘ ʘʜʨʝʩʘ ʠ/ʠʣʠ ʧʦʨʪʘ ʠʩʪʦʯʥʠʢʘ. 

DNAT ð ʟʘʤʝʥʘ ʘʜʨʝʩʘ ʠ/ʠʣʠ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ. 

ʂʨʦʤʝ ʪʦʛʦ, ʫ SNAT ʠ DNAT ʩʫʱʝʩʪʚʫʶʪ ʯʘʩʪʥʳʝ ʩʣʫʯʘʠ: 

MASQUERADE ð ʯʘʩʪʥʳʡ ʩʣʫʯʘʡ SNAT. 

REDIRECT ð ʯʘʩʪʥʳʡ ʩʣʫʯʘʡ DNAT. 

ʅʝ ʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ firewall ʠ NAT ʥʘʭʦʜʷʪʩʷ ʚ netfilter ð ʵʪʦ ʨʘʟʥʳʝ ʧʦʜʩʠʩʪʝʤʳ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ 

ʨʘʟʥʳʭ ʮʝʣʝʡ. ɼʣʷ firewall ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘʙʣʠʮʘ filter, ʜʣʷ NAT ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ð ʪʘʙʣʠʮʘ nat. ʅʝ ʥʘʜʦ 

ʧʠʩʘʪʴ ʧʨʘʚʠʣʘ firewall ʚ ʮʝʧʦʯʢʘʭ ʪʘʙʣʠʮʳ nat! ʕʪʦ ʥʝ ʧʨʘʚʠʣʴʥʦ! 

SNAT. 

ʇʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʩʫʱʝʩʪʚʫʝʪ ʩʝʪʴ 10.10.100.0/24 ʠ ʥʝʦʙʭʦʜʠʤʦ ʩʜʝʣʘʪʴ ʪʘʢ, ʯʪʦʙʳ ʢʦʤʧʴʶʪʝʨʳ, 

ʥʘʭʦʜʷʱʠʝʩʷ ʚ ʵʪʦʡ ʩʝʪʠ, ʤʦʛʣʠ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʚ ʀʥʪʝʨʥʝʪ. 

 

ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʨʦʩʪʦ ʨʘʟʨʝʰʠʪʴ ʭʦʞʜʝʥʠʝ ʧʘʢʝʪʦʚ ʯʝʨʝʟ ʨʦʫʪʝʨ. ɺʩʝ ʧʘʢʝʪʳ, ʦʪʧʨʘʚʣʷʝʤʳʝ ʩ ʤʘʰʠʥ 

ʢʣʠʝʥʪʦʚ, ʚ ʧʦʣʝ IP ʠʩʪʦʯʥʠʢʘ ʙʫʜʫʪ ʩʦʜʝʨʞʘʪʴ IP ʘʜʨʝʩ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ. ʇʝʨʚʳʡ ʞʝ ʨʦʫʪʝʨ ʚʘʰʝʛʦ 

ʧʨʦʚʘʡʜʝʨʘ ʪʘʢʠʝ ʧʘʢʝʪʳ ʙʫʜʝʪ ʦʪʙʨʘʩʳʚʘʪʴ. ɼʘʞʝ ʝʩʣʠ ʧʨʝʜʧʦʣʦʞʠʪʴ, ʯʪʦ ʧʘʢʝʪ ʜʦʡʜʸʪ, ʥʘʧʨʠʤʝʨ, ʜʦ WEB 

ʩʝʨʚʝʨʘ, ʩʝʨʚʝʨ ʥʝ ʙʫʜʝʪ ʟʥʘʪʴ, ʢʘʢ ʦʪʚʝʪʠʪʴ ʢʣʠʝʥʪʫ. ɺʝʜʴ ʥʘ ʨʦʫʪʝʨʘʭ ʚ ʀʥʪʝʨʥʝʪ ʥʝ ʧʨʦʧʠʩʘʥʳ ʤʘʨʰʨʫʪʳ 

ʢ ʯʘʩʪʥʳʤ ʩʝʪʷʤ. 

ʅʘʰʘ ʟʘʜʘʯʘ ʧʨʠ ʚʳʭʦʜʝ ʧʘʢʝʪʘ ʠʟ ʥʘʰʝʛʦ ʨʦʫʪʝʨʘ, ʟʘʤʝʥʠʪʴ IP ʘʜʨʝʩ ʯʘʩʪʥʦʡ ʩʝʪʠ ʥʘ ʨʝʘʣʴʥʳʡ IP ʚʥʝʰʥʝʛʦ 

ʠʥʪʝʨʬʝʡʩʘ ʨʦʫʪʝʨʘ. ʀ ʦʙʝʩʧʝʯʠʪʴ ʤʝʭʘʥʠʟʤ ʦʙʨʘʪʥʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ, ʢʦʛʜʘ ʧʘʢʝʪʳ ʙʫʜʫʪ ʚʦʟʚʨʘʱʘʪʴʩʷ 

ʥʘ ʨʦʫʪʝʨ ʠʟ ʀʥʪʝʨʥʝʪ ʜʣʷ ʧʝʨʝʜʘʯʠ ʠʭ ʤʘʰʠʥʘʤ ʚʦ ʚʥʫʪʨʝʥʥʶʶ ʩʝʪʴ. 

ɽʩʣʠ ʚʳʭʦʜʥʦʡ ʠʥʪʝʨʬʝʡʩ ʠʤʝʝʪ ʩʪʘʪʠʯʝʩʢʠʡ IP ʘʜʨʝʩ, ʤʦʞʥʦ ʧʨʠʤʝʥʷʪʴ ʜʝʡʩʪʚʠʝ SNAT, ʢʦʪʦʨʦʝ ʧʦʟʚʦʣʷʝʪ 

ʦʩʫʱʝʩʪʚʣʷʪʴ ʟʘʤʝʥʫ IP ʘʜʨʝʩʘ ʠ/ʠʣʠ ʧʦʨʪʘ ʠʩʪʦʯʥʠʢʘ. ʇʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʨʦʫʪʝʨ ʧʦʜʢʣʶʯʸʥ ʢ ʀʥʪʝʨʥʝʪ 

ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ eth0 ʩ IP ʘʜʨʝʩʦʤ 1.2.3.4, ʘ ʚʩʝ ʧʘʢʝʪʳ ʧʦʩʳʣʘʶʪʩʷ ʠʟ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʩ ʤʘʰʠʥʳ ʩ ʘʜʨʝʩʦʤ 

10.10.100.1. ʊʦʛʜʘ ʜʣʷ ʟʘʤʝʥʳ IP ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʚʦʩʧʦʣʴʟʫʝʤʩʷ ʩʣʝʜʫʶʱʝʡ ʢʦʤʘʥʜʦʡ: 

iptables  - t  nat  - A POSTROUTING - o eth 0 - j  SNAT -- to - source  1.2.3.4  

ɺʩʝ ʜʝʡʩʪʚʠʷ ʩ NAT ʧʨʝʦʙʨʘʟʦʚʘʥʠʷʤʠ ʩʣʝʜʫʝʪ ʧʨʦʠʟʚʦʜʠʪʴ ʪʦʣʴʢʦ ʚ ʪʘʙʣʠʮʝ nat (-t nat). SNAT 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʤʦʞʥʦ ʜʝʣʘʪʴ ʪʦʣʴʢʦ ʚ ʮʝʧʦʯʢʝ POSTROUTING (-A POSTROUTING). ɼʝʡʩʪʚʠʷ ʧʦ ʟʘʤʝʥʝ 

ʙʫʜʝʤ ʧʨʦʠʟʚʦʜʠʪʴ ʪʦʣʴʢʦ ʥʘʜ ʪʝʤʠ ʧʘʢʝʪʘʤʠ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʚʳʭʦʜʠʪʴ ʚ ʀʥʪʝʨʥʝʪ, ʪ.ʝ. ʧʘʢʝʪʳ, 

ʚʳʭʦʜʷʱʠʝ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ eth0 (-o eth0). IP ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʙʫʜʝʤ ʤʝʥʷʪʴ ʥʘ IP ʘʜʨʝʩ ʚʥʝʰʥʝʛʦ 

ʠʥʪʝʨʬʝʡʩʘ ð 1.2.3.4 (--to-source 1.2.3.4). 

ɼʣʷ ʠʣʣʶʩʪʨʘʮʠʠ ʪʦʛʦ, ʯʪʦ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʩ ʧʘʢʝʪʘʤʠ, ʤʦʞʥʦ ʧʨʝʜʩʪʘʚʠʪʴ ʩʣʝʜʫʶʱʫʶ ʢʘʨʪʠʥʫ: 
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ʉ ʤʘʰʠʥʳ ʩ IP ʘʜʨʝʩʦʤ 10.10.100.1 ʦʪʢʨʳʚʘʝʪʩʷ ʥʦʚʦʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʧʦʨʪʘ 4000. ʇʦʩʣʝ NAT 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ, IP ʠʩʪʦʯʥʠʢʘ ʟʘʤʝʥʷʝʪʩʷ ʥʘ IP ʚʥʝʰʥʝʛʦ ʠʥʪʝʨʬʝʡʩʘ eth0. ɺʩʝʤ ʤʘʰʠʥʘʤ ʚ ʀʥʪʝʨʥʝʪ ʙʫʜʝʪ 

ʢʘʟʘʪʴʩʷ, ʯʪʦ ʧʘʢʝʪ ʧʨʠʰʝʣ ʩ ʤʘʰʠʥʳ ʩ IP ʘʜʨʝʩʦʤ 1.2.3.4 ʩ ʧʦʨʪʘ 4000. ʀ ʚʩʝ ʧʘʢʝʪʳ ʙʫʜʫʪ ʚʦʟʚʨʘʱʘʪʴʩʷ ʥʘ 

IP 1.2.3.4. ʆʙʨʘʪʥʦʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʧʨʦʠʩʭʦʜʠʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʠ ʚʘʤ ʥʝ ʧʦʪʨʝʙʫʝʪʩʷ ʷʚʥʦ ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴ 

IP ʘʜʨʝʩʘ.  

ʕʪʦ ʧʨʦʠʩʭʦʜʠʪ ʧʦʪʦʤʫ, ʯʪʦ netfiler ʦʪʩʣʝʞʠʚʘʝʪ ʩʦʝʜʠʥʝʥʠʷ. ɺ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʦʙʨʘʟʫʝʪʩʷ ʪʘʙʣʠʮʘ, ʚ 

ʢʦʪʦʨʦʡ ʟʘʥʦʩʷʪʩʷ IP ʘʜʨʝʩʘ ʠ ʥʦʤʝʨʘ ʧʦʨʪʦʚ ʜʦ ʠ ʧʦʩʣʝ  NAT. ʉʦʛʣʘʩʥʦ ʟʘʧʠʩʝʡ ʚ ʵʪʦʡ ʪʘʙʣʠʮʝ ʧʨʦʠʩʭʦʜʷʪ 

ʦʙʨʘʪʥʳʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ. 

ɼʦ SNAT ʇʦʩʣʝ SNAT 

IPs Port source IPs Port source 

10.10.100.1 4000 1.2.3.4 4000 

ʊʝʧʝʨʴ ʧʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʩ ʜʨʫʛʦʡ ʤʘʰʠʥʳ ʚ ʩʝʪʠ ʦʪʢʨʳʚʘʝʪʩʷ ʝʱʸ ʦʜʥʦ ʩʦʝʜʠʥʝʥʠʝ ʚ ʀʥʪʝʨʥʝʪ ʠ ʪʦʞʝ ʩ 

ʧʦʨʪʘ 4000. ɸ ʧʝʨʚʦʝ ʩʦʝʜʠʥʝʥʠʝ ʚ ʵʪʦ ʚʨʝʤʷ ʧʨʦʜʦʣʞʘʝʪ ʨʘʙʦʪʘʪʴ. 

 

ʇʦʣʫʯʘʝʪʩʷ ʥʝʧʨʠʷʪʥʘʷ ʩʠʪʫʘʮʠʷ. ɺʩʝ ʧʘʢʝʪʳ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʚʳʭʦʜʠʪʴ ʩ ʨʦʫʪʝʨʘ ʚ ʀʥʪʝʨʥʝʪ, ʙʫʜʫʪ ʚʠʜʥʳ 

ʢʘʢ ʧʘʢʝʪʳ ʩʦʝʜʠʥʝʥʠʷ ʦʪʢʨʳʚʘʝʤʦʛʦ ʨʦʫʪʝʨʦʤ ʩ 4000 ʧʦʨʪʘ. ʀ ʧʦʣʫʯʘʝʪʩʷ, ʯʪʦ ʜʚʘ ʩʦʝʜʠʥʝʥʠʷ 

ʦʪʢʨʳʚʘʶʪʩʷ ʩ ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ ʧʦʨʪʘ. ʊʘʢʦʛʦ ʙʳʪʴ ʥʝ ʜʦʣʞʥʦ. ʇʦʵʪʦʤʫ ʧʨʠ SNAT ʥʝʦʙʭʦʜʠʤʦ ʤʝʥʷʪʴ ʥʝ 

ʪʦʣʴʢʦ IP ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ, ʥʦ ʠ ʧʦʨʪ. ɺʦʦʙʱʝ ʪʦ, netfilter ʜʣʷ ʥʦʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʧʦʜʩʪʘʚʣʷʪʴ ʩʣʝʜʫʶʱʠʡ ʩʚʦʙʦʜʥʳʡ ʧʦʨʪ, ʥʘʧʨʠʤʝʨ 4001. ʅʦ ʝʤʫ ʤʦʞʥʦ ʷʚʥʳʤ ʦʙʨʘʟʦʤ ʫʢʘʟʘʪʴ ʜʠʘʧʘʟʦʥ 

ʧʦʨʪʦʚ, ʢʦʪʦʨʳʝ ʦʥ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ. ʅʘʧʨʠʤʝʨ, ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

iptables - t nat - A POSTROUTING - o eth0 - j SNAT -- to - source 1.2.3.4:30000 - 35000  

ʊʝʧʝʨʴ ʧʨʠ ʦʪʢʨʳʪʠʠ ʩʦʝʜʠʥʝʥʠʷ ʙʫʜʝʪ ʤʝʥʷʪʴʩʷ ʠ ʧʦʨʪ ʠʩʪʦʯʥʠʢʘ. ʇʨʠʯʸʤ ʙʫʜʝʪ ʚʳʙʠʨʘʪʴʩʷ ʩʣʝʜʫʶʱʠʡ 

ʩʚʦʙʦʜʥʳʡ ʧʦʨʪ ʠʟ ʫʢʘʟʘʥʥʦʛʦ ʜʠʘʧʘʟʦʥʘ. 

ʀ ʪʘʙʣʠʮʘ ʩʦʩʪʦʷʥʠʡ ʙʫʜʝʪ ʚʳʛʣʷʜʝʪʴ ʧʦ ʜʨʫʛʦʤʫ. 
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ɼʦ SNAT ʇʦʩʣʝ SNAT 

IPs Port source IPs Port source 

10.10.100.1 4000 1.2.3.4 30000 

10.10.100.2 4000 1.2.3.4 30001 

ʇʦʩʢʦʣʴʢʫ netfilter ʦʪʩʣʝʞʠʚʘʝʪ ʩʦʝʜʠʥʝʥʠʷ, ʚʦ ʚʩʝʭ ʧʘʢʝʪʘʭ ʧʨʠʭʦʜʷʱʠʭ ʦʙʨʘʪʥʦ, IP ʘʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʤʝʥʷʝʪʩʷ ʥʘ IP ʘʜʨʝʩ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ, ʠ ʧʘʢʝʪ ʧʦʧʘʜʘʝʪ ʧʦ ʥʘʟʥʘʯʝʥʠʶ. 

ʍʦʯʫ ʥʘʧʦʤʥʠʪʴ ʚʘʤ, ʯʪʦ NAT ð ʵʪʦ NAT, ʘ firewall ð ʵʪʦ firewall. ʕʪʦ ʨʘʟʣʠʯʥʳʝ ʜʝʡʩʪʚʠʷ ʩ ʧʘʢʝʪʦʤ. ʀ 

ʪʦ, ʯʪʦ ʵʪʠ ʜʚʝ ʨʘʟʥʳʭ ʧʦʜʩʠʩʪʝʤʳ ʥʘʭʦʜʷʪʩʷ ʚ ʦʜʥʦʤ netfiltre, ʝʱʸ ʥʝ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʦʩʪʘʪʦʯʥʦ ʩʜʝʣʘʪʴ 

ʪʦʣʴʢʦ NAT ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʠ ʚʩʸ ʙʫʜʝʪ ʭʦʨʦʰʦ. 

ɽʱʝ ʨʘʟ ʧʦʢʘʞʫ ʨʠʩʫʥʦʢ, ʥʘ ʢʦʪʦʨʦʤ ʧʦʢʘʟʘʥʳ ʮʝʧʦʯʢʠ. 

 

ʉʤʦʪʨʠʪʝ, ʧʨʝʞʜʝ ʯʝʤ ʧʦʧʘʩʪʴ ʚ ʮʝʧʦʯʢʫ POSTROUTING ʪʘʙʣʠʮʳ nat, ʧʘʢʝʪ ʩʥʘʯʘʣʘ ʧʨʦʭʦʜʠʪ ʧʦ ʮʝʧʦʯʢʝ 

FORWARD, ʪʘʙʣʠʮʳ filter. ʀ ʠʤʝʥʥʦ ʚ FORWARD ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʥʠʤʘʪʴ ʨʝʰʝʥʠʝ ʦ ʪʦʤ, ʧʨʦʧʫʩʢʘʪʴ ʠʣʠ ʥʝ 

ʧʨʦʧʫʩʢʘʪʴ ʧʘʢʝʪ. NAT ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʪʦʣʴʢʦ ʩ ʪʝʤʠ ʧʘʢʝʪʘʤʠ, ʢʦʪʦʨʳʝ ʙʳʣʠ 

ʧʨʦʧʫʱʝʥʳ ʚ ʮʝʧʦʯʢʝ FORWARD. 

ʏʪʦ ʷ ʵʪʠʤ ʭʦʪʝʣ ʩʢʘʟʘʪʴ? 

ʅʠʢʦʛʜʘ ʥʝ ʧʨʠʥʠʤʘʡʪʝ ʨʝʰʝʥʠʝ ʦ ʧʨʦʭʦʞʜʝʥʠʠ ʧʘʢʝʪʘ ʚ ʪʘʙʣʠʮʝ nat! ʅʝʢʦʪʦʨʳʝ ʯʫʜʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ 

ʦʯʝʥʴ ʯʘʩʪʦ ʜʦʧʫʩʢʘʶʪ ʩʝʨʴʸʟʥʫʶ ʦʰʠʙʢʫ. 

ʇʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʚʦ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʝʩʪʴ ʜʚʝ ʤʘʰʠʥʳ, ʩ IP ʘʜʨʝʩʘʤʠ: 192.168.1.1 ʠ 192.168.1.2. ʇʝʨʚʫʶ 

ʤʘʰʠʥʫ ʥʘʜʦ ʧʨʦʧʫʩʢʘʪʴ ʚ ʀʥʪʝʨʥʝʪ, ʚʪʦʨʦʡ ʥʘʜʦ ʟʘʧʨʝʪʠʪʴ ʭʦʞʜʝʥʠʝ ʚ ʀʥʪʝʨʥʝʪ. ʏʫʜʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ 

ʥʘʧʠʰʝʪ ʧʨʘʚʠʣʦ: 

iptables - t nat - A POSTROUTING - o eth1 - s 192.168.1.1 - j SNAT -- to - source 1.2.3.4  

ʠ ʙʫʜʝʪ ʩʯʠʪʘʪʴ, ʯʪʦ ʚʩʝ ʭʦʨʦʰʦ. ɼʘ, ʝʤʫ ʙʫʜʝʪ ʢʘʟʘʪʴʩʷ, ʯʪʦ ʚʩʝ ʧʦʣʫʯʠʣʦʩʴ, ʧʦʪʦʤʫ, ʯʪʦ ʢʣʠʝʥʪ ʥʘ 

192.168.1.1 ʙʫʜʝʪ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʚ ʀʥʪʝʨʥʝʪ, ʘ 192.168.1.2 ʥʝʪ. 

ɺ ʯʸʤ ʦʰʠʙʢʘ? ɼʝʣʦ ʚ ʪʦʤ, ʯʪʦ ʢʣʠʝʥʪ 192.168.1.2 ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʥʝ ʩʤʦʞʝʪ ʧʦʜʢʣʶʯʠʪʴʩʷ ʥʠ ʢ ʦʜʥʦʤʫ 

ʩʝʨʚʝʨʫ ʚ ʀʥʪʝʨʥʝʪ, ʧʦʪʦʤʫ ʯʪʦ ʫ ʝʛʦ ʧʘʢʝʪʦʚ ʥʝ ʙʫʜʝʪ ʟʘʤʝʥʷʪʴʩʷ IP ʠʩʪʦʯʥʠʢʘ ʠ ʩʝʨʚʝʨʘ ʥʝ ʩʤʦʛʫʪ 

ʚʦʟʚʨʘʱʘʪʴ ʧʘʢʝʪʳ ʦʙʨʘʪʥʦ. ʅʦ! ɽʛʦ ʧʘʢʝʪʳ ʚʩʝ ʨʘʚʥʦ ʙʫʜʫʪ ʫʭʦʜʠʪʴ ʩ ʚʘʰʝʡ ʤʘʰʠʥʳ ʠ ʧʨʦʚʘʡʜʝʨ ʙʫʜʝʪ 

ʩʯʠʪʘʪʴ ʚʘʤ ʪʨʘʬʠʢ! ʏʫʜʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ð ʵʪʦ ʯʠʩʪʘʷ ʧʨʠʙʳʣʴ ʧʨʦʚʘʡʜʝʨʦʚ. 

ʅʝ ʥʘʜʦ ʚ ʪʘʙʣʠʮʝ nat ʧʠʩʘʪʴ ʧʨʘʚʠʣʘ firewall! ɺ nat ʩʣʝʜʫʝʪ ʜʝʣʘʪʴ ʪʦʣʴʢʦ NAT ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ. ɸ ʚʦʪ 

ʨʘʟʨʝʰʘʪʴ ʠʣʠ ʟʘʧʨʝʱʘʪʴ ʜʦʩʪʫʧ ʚ ʀʥʪʝʨʥʝʪ ʚʳ ʙʫʜʝʪʝ ʚ ʪʘʙʣʠʮʝ filter ʮʝʧʦʯʢʘ FORWARD. ʆʥʘ ʢʘʢ ʨʘʟ ʜʣʷ 

ʵʪʦʛʦ ʠ ʧʨʝʜʥʘʟʥʘʯʝʥʘ. ɺʩʝ ʧʨʦʧʫʱʝʥʥʳʝ ʚ ʵʪʦʡ ʮʝʧʦʯʢʝ ʧʘʢʝʪʳ ʙʫʜʫʪ ʧʦʜʚʝʨʛʘʪʴʩʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʶ. 

ʇʦʵʪʦʤʫ ʧʨʘʚʠʣʴʥʦ ʨʝʰʝʥʠʝ ʧʨʝʜʳʜʫʱʝʛʦ ʧʨʠʤʝʨʘ ʙʫʜʝʪ ʪʘʢʦʝ. 

ɺ nat ʧʠʰʝʤ ʦʙʱʝʝ ʧʨʘʚʠʣʦ: 

iptables - t nat - A POSTROUTING - o eth1 - j SNAT -- to - source 1.2.3.4  

ɸ ʚ filter, ʨʘʟʨʝʰʘʶʱʝʝ ʧʨʦʭʦʞʜʝʥʠʝ ʧʘʢʝʪʦʚ ʧʨʘʚʠʣʦ: 

ipta bles - A FORWARD - s 192.168.1.1 - j ACCEPT  
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MASQUERADE. 

ɼʝʡʩʪʚʠʝ MASQUERADE ʷʚʣʷʝʪʩʷ ʯʘʩʪʥʳʤ ʩʣʫʯʘʝʤ SNAT ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ. ɽʛʦ ʨʝʢʦʤʝʥʜʫʶʪ ʧʨʠʤʝʥʷʪʴ ʚ 

ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ IP ʘʜʨʝʩ ʧʦʣʫʯʘʝʪʩʷ ʜʠʥʘʤʠʯʝʩʢʠ: ʧʨʠ ppp ʩʦʝʜʠʥʝʥʠʠ ʠʣʠ ʦʪ DHCP ʩʝʨʚʝʨʘ. 

ʄʘʩʢʘʨʘʜʠʥʛ ʧʦʜʨʘʟʫʤʝʚʘʝʪ ʧʦʣʫʯʝʥʠʝ IP ʘʜʨʝʩʘ ʦʪ ʟʘʜʘʥʥʦʛʦ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʚʤʝʩʪʦ ʧʨʷʤʦʛʦ ʝʛʦ 

ʫʢʘʟʘʥʠʷ, ʢʘʢ ʵʪʦ ʜʝʣʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʘ --to-source ʚ ʜʝʡʩʪʚʠʠ SNAT. ɼʝʡʩʪʚʠʝ MASQUERADE ʠʤʝʝʪ 

ʭʦʨʦʰʝʝ ʩʚʦʡʩʪʚʦ ð çʟʘʙʳʚʘʪʴè ʩʦʝʜʠʥʝʥʠʷ ʧʨʠ ʦʩʪʘʥʦʚʢʝ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. ɺ ʩʣʫʯʘʝ ʞʝ SNAT, ʚ ʵʪʦʡ 

ʩʠʪʫʘʮʠʠ, ʚ ʪʘʙʣʠʮʝ ʪʨʘʩʩʠʨʦʚʱʠʢʘ ʦʩʪʘʶʪʩʷ ʜʘʥʥʳʝ ʦ ʧʦʪʝʨʷʥʥʳʭ ʩʦʝʜʠʥʝʥʠʷʭ, ʠ ʵʪʠ ʜʘʥʥʳʝ ʤʦʛʫʪ 

ʩʦʭʨʘʥʷʪʴʩʷ ʜʦ ʩʫʪʦʢ, ʧʦʛʣʦʱʘʷ ʮʝʥʥʫʶ ʧʘʤʷʪʴ. ʕʬʬʝʢʪ ʟʘʙʳʚʯʠʚʦʩʪʠ ʩʚʷʟʘʥ ʩ ʪʝʤ, ʯʪʦ ʧʨʠ ʦʩʪʘʥʦʚʢʝ 

ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʩ ʜʠʥʘʤʠʯʝʩʢʠʤ IP ʘʜʨʝʩʦʤ ʝʩʪʴ ʚʝʨʦʷʪʥʦʩʪʴ ʥʘ ʩʣʝʜʫʶʱʝʤ ʟʘʧʫʩʢʝ ʧʦʣʫʯʠʪʴ ʜʨʫʛʦʡ 

IP ʘʜʨʝʩ, ʥʦ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʣʶʙʳʝ ʩʦʝʜʠʥʝʥʠʷ ʚʩʝ ʨʘʚʥʦ ʙʫʜʫʪ ʧʦʪʝʨʷʥʳ, ʠ ʙʳʣʦ ʙʳ ʛʣʫʧʦ ʭʨʘʥʠʪʴ 

ʪʨʘʩʩʠʨʦʚʦʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʅʝʚʟʠʨʘʷ ʥʘ ʧʦʣʦʞʠʪʝʣʴʥʳʝ ʯʝʨʪʳ, ʤʘʩʢʘʨʘʜʠʥʛ ʥʝ ʩʣʝʜʫʝʪ ʩʯʠʪʘʪʴ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʳʤ, ʧʦʩʢʦʣʴʢʫ ʦʥ ʜʘʝʪ 

ʙʦʣʴʰʫʶ ʥʘʛʨʫʟʢʫ ʥʘ ʩʠʩʪʝʤʫ. 

ɼʣʷ ʧʨʠʤʝʨʘ, ʦʧʠʩʘʥʥʦʛʦ ʚ ʧʨʝʜʳʜʫʱʝʡ ʛʣʘʚʝ, ʚʤʝʩʪʦ SNAT ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

iptables - t nat - A POSTROUTING - o eth0 - j MASQUERADE 

DNAT. 

ʇʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʚ DMZ (10.10.100.0/24) ʥʘʭʦʜʠʪʩʷ WEB ʩʝʨʚʝʨ (10.10.100.1) ʠ ʥʝʦʙʭʦʜʠʤʦ ʦʨʛʘʥʠʟʦʚʘʪʴ 

ʜʦʩʪʫʧ ʢ ʵʪʦʤʫ ʩʝʨʚʝʨʫ ʠʟ ʀʥʪʝʨʥʝʪ. ɺʥʝʰʥʠʡ ʠʥʪʝʨʬʝʡʩ ʨʦʫʪʝʨʘ (eth0) ʠʤʝʝʪ IP ʘʜʨʝʩ 1.2.3.4. ɺ DNS, 

ʤʘʰʠʥʝ www ʩʦʦʪʚʝʪʩʪʚʫʝʪ IP 1.2.3.4, ʪ.ʝ. ʚʩʝ ʧʘʢʝʪʳ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʥʘʰʝʤʫ WEB ʩʝʨʚʝʨʫ, ʙʫʜʫʪ 

ʧʨʠʭʦʜʠʪʴ ʥʘ ʵʪʦʪ IP ʥʘ ʧʦʨʪ 80. ʅʘʤ ʥʝʦʙʭʦʜʠʤʦ ʦʨʛʘʥʠʟʦʚʘʪʴ ʧʝʨʝʩʳʣʢʫ ʵʪʠʭ ʧʘʢʝʪʦʚ ʥʘ ʤʘʰʠʥʫ 

10.10.100.1 ʥʘ ʧʦʨʪ 80. 

ɽʩʣʠ ʥʠʯʝʛʦ ʥʝ ʜʝʣʘʪʴ, ʪʦ ʧʘʢʝʪ ʚ ʪʦʯʢʝ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʷ ʦ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʙʫʜʝʪ ʧʝʨʝʜʘʥ ʥʘ ʪʨʘʥʩʧʦʨʪʥʳʡ 

ʫʨʦʚʝʥʴ ʥʘʰʝʡ ʤʘʰʠʥʳ. ʅʦ ʥʘ ʥʘʰʝʡ ʤʘʰʠʥʝ ʥʝʪ WEB ʩʝʨʚʝʨʘ ʠ ʙʫʜʝʪ ʦʪʢʣʦʥʝʥ ʩʦ ʩʪʘʥʜʘʨʪʥʳʤ 

ʩʦʦʙʱʝʥʠʝʤ ʦʙ ʦʰʠʙʢʝ. ɽʱʸ ʨʘʟ ʧʦʩʤʦʪʨʠʪʝ ʥʘ ʨʠʩʫʥʦʢ. 

 

ɼʦ ʪʦʯʢʠ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʷ ʦ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʫ ʥʘʩ ʝʩʪʴ ʮʝʧʦʯʢʘ PREROUTING ʪʘʙʣʠʮʳ nat. ʀ ʠʤʝʥʥʦ ʚ 

ʵʪʦʡ ʮʝʧʦʯʢʝ ʥʘʤ ʩʣʝʜʫʝʪ ʟʘʤʝʥʠʪʴ IP ʥʘʟʥʘʯʝʥʠʷ ʥʘ 10.10.100.1. ɺ ʪʘʙʣʠʮʝ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʝʩʪʴ ʤʘʨʰʨʫʪ ʢ 

ʩʝʪʠ 10.10.100.0/24 ʠ ʧʘʢʝʪ ʙʫʜʝʪ ʥʘʧʨʘʚʣʝʥ ʚʦ ʚʥʫʪʨʝʥʥʶʶ ʩʝʪʴ ʥʘ ʥʘʰ WEB ʩʝʨʚʝʨ. 

ɼʣʷ ʨʝʰʝʥʠʷ ʵʪʦʡ ʟʘʜʘʯʠ ʙʫʜʝʤ ʧʦʣʴʟʦʚʘʪʴʩʷ DNAT, ʧʨʠ ʧʦʤʦʱʠ ʢʦʪʦʨʦʛʦ ʫ ʧʨʦʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ ʤʝʥʷʶʪʩʷ 

IP ʘʜʨʝʩ ʠ/ʠʣʠ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ. 

iptables - t nat - A PREROUTING - p tcp -- dport 80 - j DNAT \  

-- to - destination  10.10.100.1  
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ʊʝʧʝʨʴ ʫ ʚʩʝʭ ʧʘʢʝʪʦʚ TCP, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʧʦʨʪ 80, IP ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ ʙʫʜʫʪ ʤʝʥʷʪʴʩʷ ʥʘ IP 10.10.100.1. 

ʊʘʢ ʢʘʢ netfilter ʦʪʩʣʝʞʠʚʘʝʪ ʩʦʝʜʠʥʝʥʠʷ, ʚ ʧʘʤʷʪʠ ʦʨʛʘʥʠʟʫʝʪʩʷ ʪʘʙʣʠʮʘ, ʧʦʭʦʞʘʷ ʥʘ ʪʘʙʣʠʮʫ, ʢʦʪʦʨʫʶ ʤʳ 

ʨʘʩʩʤʘʪʨʠʚʘʣʠ ʚ ʩʣʫʯʘʝ SNAT. ʋ ʧʘʢʝʪʦʚ ʠʜʫʱʠʭ ʦʙʨʘʪʥʦ, IP ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʤʝʥʷʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

ʇʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʫ ʥʘʩ ʝʩʪʴ ʥʝʩʢʦʣʴʢʦ WEB ʩʝʨʚʝʨʦʚ, ʦʙʩʣʫʞʠʚʘʶʱʠʭ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʩʘʡʪ. ʇʦ ʢʘʢʦʡ ʪʦ 

ʧʨʠʯʠʥʝ ʤʳ ʢʫʧʠʣʠ ʪʦʣʴʢʦ ʦʜʠʥ ʨʝʘʣʴʥʳʡ IP ʘʜʨʝʩ ð 1.2.3.4. ʀ ʥʘʤ ʥʫʞʥʦ ʨʘʩʧʨʝʜʝʣʠʪʴ ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ 

ʩʝʨʚʝʨʘʤʠ. 

ʇʨʠ ʧʦʤʦʱʠ DNAT ʤʦʞʥʦ ʦʨʛʘʥʠʟʦʚʘʪʴ ʨʘʚʥʦʤʝʨʥʦʝ ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʩʦʝʜʠʥʝʥʠʡ ʤʝʞʜʫ ʥʝʩʢʦʣʴʢʠʤʠ 

ʩʝʨʚʝʨʘʤʠ, ʦʙʩʣʫʞʠʚʘʶʱʠʤʠ ʦʜʥʫ ʠ ʪʫ ʞʝ ʩʣʫʞʙʫ. ɼʣʷ ʵʪʦʛʦ ʥʘʜʦ ʥʘʧʠʩʘʪʴ ʜʠʘʧʘʟʦʥ IP ʘʜʨʝʩʦʚ. 

iptables  - t  nat  - A PREROUTING - p tcp  -- dport  80 - j  DNAT \  

-- to - destination  10.10.100.1 - 10.10.100.3  

ʊʝʧʝʨʴ ʥʦʚʦʝ ʩʦʝʜʠʥʝʥʠʝ ʙʫʜʝʪ ʧʝʨʝʥʘʧʨʘʚʣʝʥʦ ʥʘ ʩʝʨʚʝʨ, ʫ ʢʦʪʦʨʦʛʦ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ 

ʥʘʠʤʝʥʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʦʪʢʨʳʪʳʭ ʩʦʝʜʠʥʝʥʠʡ. ʇʨʘʚʜʘ ʫ ʵʪʦʛʦ ʤʝʪʦʜʘ ʝʩʪʴ ʦʜʠʥ ʩʫʱʝʩʪʚʝʥʥʳʡ ʥʝʜʦʩʪʘʪʦʢ 

ð ʝʩʣʠ ʦʜʠʥ ʠʟ ʩʝʨʚʝʨʦʚ ʧʝʨʝʩʪʘʥʝʪ ʨʘʙʦʪʘʪʴ, netfilter ʵʪʦ ʥʝ ʫʚʠʜʠʪ ʠ ʙʫʜʝʪ ʧʳʪʘʪʴʩʷ ʥʦʚʳʝ ʩʦʝʜʠʥʝʥʠʷ 

ʧʝʨʝʥʘʧʨʘʚʣʷʪʴ ʥʘ ʥʝ ʨʘʙʦʪʘʶʱʠʡ ʩʝʨʚʝʨ. 

ʅʦ ʤʘʣʦ ʩʜʝʣʘʪʴ DNAT, ʥʝʦʙʭʦʜʠʤʦ ʝʱʝ ʧʨʦʧʫʩʪʠʪʴ ʧʘʢʝʪ ʚ ʮʝʧʦʯʢʝ FORWAR ʪʘʙʣʠʮʳ filter. ɼʣʷ ʧʝʨʚʦʛʦ 

ʩʣʫʯʘʷ, ʥʘʧʨʠʤʝʨ ʚʦʪ ʪʘʢ: 

iptables  - A FORWARD - p tcp  -- dport  80 - d 10.10.100.1 - j  ACCEPT 

ɼʣʷ ʚʪʦʨʦʛʦ ʩʣʫʯʘʷ, ʛʜʝ ʫ ʥʘʩ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʠʘʧʘʟʦʥ IP ʘʜʨʝʩʦʚ, ʧʨʠʜʸʪʩʷ ʧʠʩʘʪʴ ʪʨʠ ʧʨʘʚʠʣʘ ʚ ʮʝʧʦʯʢʝ 

FORWARD. ɼʣʷ ʢʘʞʜʦʛʦ IP ʦʪʜʝʣʴʥʦ. 

REDIRECT. 

ʇʨʠ ʧʦʤʦʱʠ REDIRECT ʤʳ ʤʦʞʝʤ ʟʘʤʝʥʠʪʴ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʧʘʢʝʪʘ. 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

--to-ports ʆʧʨʝʜʝʣʷʝʪ ʧʦʨʪ ʠʣʠ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ ʥʘʟʥʘʯʝʥʠʷ. 

ʇʨʠʤʝʨ: 

-- to - ports 8008  

-- to - ports 8001 - 8009  

ɼʝʡʩʪʚʠʝ REDIRECT ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʚ ʮʝʧʦʯʢʘʭ PREROUTING ʠ OUTPUT ʪʘʙʣʠʮʳ nat. 

ʇʨʠʚʝʜʫ ʧʨʠʤʝʨ ʠʟ ʞʠʟʥʠ. ʄʦʡ ʜʦʤʘʰʥʠʡ ʧʨʦʚʘʡʜʝʨ, ʧʦ ʢʘʢʦʡ ʪʦ ʧʨʠʯʠʥʝ, ʥʝ ʧʨʦʧʫʩʢʘʝʪ ʧʘʢʝʪʳ ʠʟ 

ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ, ʦʪʧʨʘʚʣʝʥʥʳʝ ʥʘ 25 ʧʦʨʪ. ʕʪʦ ʢʦʥʝʯʥʦ ʥʝ ʧʨʘʚʠʣʴʥʦ ʠ ʦʥ ʜʦʣʞʝʥ ʧʨʦʧʫʩʢʘʪʴ ʚʩʝ, ʯʪʦ ʠʜʝʪ 

ʩ ʤʘʰʠʥ ʢʣʠʝʥʪʦʚ. ʅʦ ʬʘʢʪ ʦʩʪʘʝʪʩʷ ʬʘʢʪʦʤ. ʀ ʷ ʥʝ ʤʦʛʫ ʠʟ ʜʦʤʘ ʦʪʧʨʘʚʣʷʪʴ ʧʦʯʪʫ ʯʝʨʝʟ ʣʶʙʳʝ ʧʦʯʪʦʚʳʝ 

ʩʝʨʚʝʨʘ. ʅʦ ʧʦʩʢʦʣʴʢʫ ʫ ʤʝʥʷ ʝʩʪʴ ʩʚʦʡ ʩʦʙʩʪʚʝʥʥʳʡ ʩʝʨʚʝʨ, ʷ ʧʦʩʪʫʧʠʣ ʦʯʝʥʴ ʧʨʦʩʪʦ. ʅʘ ʥʝʤ ʧʨʦʧʠʩʘʣ 

ʧʨʦʩʪʝʡʰʝʝ ʧʨʘʚʠʣʦ REDIRECT, ʢʦʪʦʨʦʝ ʧʝʨʝʥʘʧʨʘʚʣʷʝʪ ʚʩʝ ʚʭʦʜʷʱʠʝ ʧʘʢʝʪʳ ʩ ʧʦʨʪʘ 2525 ʥʘ ʧʦʨʪ 25. 
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 ʇʦʩʣʝ ʵʪʦʛʦ ʚ ʧʦʯʪʦʚʦʤ ʢʣʠʝʥʪʝ ʫʢʘʟʘʣ ʧʦʨʪ 2525 ʠ ʪʝʧʝʨʴ ʷ ʤʦʛʫ ʦʪʧʨʘʚʣʷʪʴ ʧʦʯʪʫ ʠʟ ʥʘʰʝʡ ʩʝʪʠ. ʅʦ ʵʪʦ, ʢ 

ʩʦʞʘʣʝʥʠʶ, ʥʝ ʧʦʤʦʞʝʪ, ʝʩʣʠ ʤʥʝ ʧʨʠʜʝʪʩʷ ʦʪʧʨʘʚʣʷʪʴ ʧʦʯʪʫ ʯʝʨʝʟ ʣʶʙʦʡ ʜʨʫʛʦʡ ʩʝʨʚʝʨ. ʇʦʵʪʦʤʫ ʣʫʯʰʠʤ 

ʨʝʰʝʥʠʝʤ ʜʘʥʥʦʡ ʧʨʦʙʣʝʤʳ ʷʚʣʷʝʪʩʷ ʩʤʝʥʘ ʧʨʦʚʘʡʜʝʨʘ. 
















